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Recovery Point Objective
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NETFLIX Chaos

Chaos Engineer /'ka as / enjo'nir/ Englneenng
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; 72 AN 5 )
1. aperson helping companies avoi Gremlin 3 ‘3 4 ’.«t'p‘ :
outages by running proactive chao ; ﬁl-l Rz ol
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NETFLIX engineering experiments S NETFLIX

Chao |M nkeyVi 2011 2012 | 2014 aos onkeyV2 2017

b

ChaoslQ

PRINCIPLES OF CHAOS ENGINEERING

A

e b LIE

2010£E Kolton Andrus f£ Amazon RIEHF4 7 eI HBIE M TR Gremlin

2010£F Netflix REBHR Y AWS = EREHLZLE EC2 SEFIRYR™ESEIET R Chaos Monkey
2011£F Netflix B TEHBRFZEB T RS Simian Army

2012%F Netflix @MEXFER Java 332 Simian Army, EEFRE$E Chaos Monkey V1 R4
2014%F Netflix FHRIETLAFHBEE Chaos Engineer

20145F Netflix i T SIEEANNIN FIT, FIBGRIRSERMFE, =HiRESEIRARIEES
2015 Netflix B Chaos Kong, {EAWSKsihifaIinS

20154 Netflix fl4XIETVIR L RELTIEA9ESE%E - Principles of Chaos Engineering
2016%F Kolton Andrus 8327 Gremlin, IETUISRESEIE TEES K

2017%F Netflix FFJE Chaos Monkey H Golang &4 V2 R4S, £ERE CD T B Spinnaker
2017£F Netflix B ChAP jRiESEISBENFES, nIilAMAEEEN U FIT ANNEAR
20174 H Netflix BLRELZITEESRIFIH “BEIE" ER_LER

2017 Russell Miles €II3ZY ChaoslQ 28], HFFE T chaostoolkit j&;ESLISHESS
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Advanced Search

STRENGTH. CONFIDENCE.
BISCUITS.

The Academy Award winner shares timeless wisdom
on Southern tradition, style, and entertaining.

AUTHOR'S PICKS

Award-winning children’s and young adult author Julie Berry shares
the audiobooks that have moved her the most.

% Julie Berry; author of Wishes and Wellingtons
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Audible gl

MonitorPortal

CloudWatch Cross-account Cross-region Dashboards has launched (more info). We are following this up with CloudWatch plots iGraph, create a single dashboard for all your metrics. Sign up for the upcoming beta here.

USA CDS Content Delivered (Mbit/s)
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GremlinBa{tES

gremlin

AudibleDigitalFulfillmentService/Prod

Last Attack: Failed 1 day ago. Success Rate 89%

Hgalth Configure
( None ] New Gremlin Attack

Repeat This Attack

« Back to Attack History
Attack
ADFS CPU Hog [2016-11-03] on 6 hosts.
This gremlin runs on the target host and will attempt to consume as much CPU as allowed up to the --percent parameter. It will then

continue to hold these resources for the configured run time. You can only run one instance of this Gremlin at a time. Note that Snitch
needs CPU resources to alarm, so 100% CPU consumption is not recommended.

What is happening?
This gremlin will run local to AUDIBLE-ADF-PROD-NA, consuming 80% of the host's CPU for 300 seconds.
--waitTime: 300

--percent: 80
--user: razahmad

Rollback?

Yes, by termination. If you Kill this gremlin, or your service monitors alarm unexpectedly the Gremlin will be terminated. It is also possible
to manually kill the process on the box by looking for the LocalCPUGremlinReal process.

For more details about which Gremlins require specific rollback executions, check out this wiki.

Oncall Training for Ticket Metrics
The Resolver Group provided was: Audible OrderFulfill SE

No tickets were found associated with this attack (yet). If the attack just started, please allow time for a ticket to be cut.

Manually add ticket ID Add Ticket

ad-digful-p-na-4d-20b34a88.us-east-1.amazon.com (HOST)
-}

e Unknown [?]
o Start Time: 2018-04-24 09:07:34 UTC
e End Time: 2_01 8.-04-24 09:07:34 UTC

al= (11 52 _[ 1/ AEALYEREANATS
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-
Attack History Attack!

Step 1 - Select a Gremlin

WARNING: Gremlins that add latency or packet loss can cause your hosts to reboot if they are running old Kernel versions. To fix this
issue, you will have to repurpose your hosts.

Dependency Gremlins

Latent Dependency Gremlin

This Gremlin will add latency to incoming packets from any vips, IPs, or hosts in the list provided.

Packet Loss Dependency Gremlin

This Gremlin will drop a configurable percentage of packets coming from or going to any vips, IPs, or hosts in the list provided.

Hostclass Gremlins

Latent Hostclass Gremlin

This Gremlin will add latency to incoming packets from any hosts in the list of hostclasses provided. A common use of this Gremlin is
to test how your service responds to increased latency from SABLE clusters.

Packet Loss Hostclass Gremlin

This Gremlin will drop a configurable percentage of packets coming from or going to any hosts in the list of hostclasses provided. A
common use of this Gremlin is to test how your service responds to SABLE being down.

Network Gremlins

Latency Gremlin

This gremlin runs on the target hosts and introduces a set amount of latency into every incoming packet for the configured run time.

WARNING: If your hostclass has 'reboot host action' turned on with external monitoring, this gremlin can cause your hosts to reboot!
Check your external monitoring configuration here. If your hosts still reboot, you may need to repurpose them due to a kernel bug.
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CLICK approvelreject bution

v

’ approval-api post-raquest

POST /request

v
reject-request approval-requests

"
approve-request

I

send-batch-notifications

creales

o — |
requester |

creates

send-cay-2-push-notification

Client Events API
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7T
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l

calc-trending-yubls

comments/yublid
«_»

-4

comment-reported-processor

Comments AP|

42
i1

process-comments

Comments-Summary

get-comments-count

Search-Private-User

Search-Public-User

@ twilio

compilete-activaton

|

login

—p—@

Node-Server

trending-yubls

bi-hub-processor

. user-actvated

user-banned
user-unbanned

user-profile-updated Update-User-index

®

user-followed
usor-unfollowed

]

get-trending-yubls Trending AP get-trending-users

8l
B
_ -
|

@‘ Relationship Update-User-index-Folowers
.

caic-trending-users

v
graphene-export

v
trending-users

143 :

E’—

firehose stream 83

W

get-config-items yubl-config

cloudwatch-10-logstash-create-sub logs

I

o= ¥ i

Suggest AP|

E—P

yubl-posted
yubl-starred

yubl-unstarred

Relationship AP

>

GRAPHENE
A

suggest-pecple-to-follow

privacy-policy

terms-of-conditions

4

seed-pubic-feed

" v
update-user-stats unfollow-user follow-user undistribute-post

m /_
4
— |
_— v

T Fl
T B

distribute-post

get-relationships

get-followers get-shared-yubls

B @

get-posted-yubls get-profile
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User Profile API
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aWS), Services v  Resource Groups v

apig-iscoldstart-dev-hello

Invocation count

Jump to Metrics [/

® Throttled invocations

Jump to Metrics Z

Count

R Feedback (3 English (US)

QCon [©

DynamoDB Lambda *

Last 24 hours ¥ Invocation duration

Jump to Logs [/ Jump to Metrics [/}

06:00

Max Milliseconds
Avg Milliseconds

Min Milliseconds

Last 24 hours ¥ Iterator age

Jump to Logs Z Jump to Metrics Z

06:00

Max Milliseconds

Last 24 hours ¥

Jump to Logs [/}

18:00

Last 24 hours ¥

Jump to Logs Z

JA

Select a test event..

® Invocation errors

Jump to Metrics [/

DLQ errors

Jump to Metrics Z

© 2008 - 2018, Amazon Web Service
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performing recovery |
actions

request 3

on the remaining I request s timed out™
and recovery action is

Invocation time, minus

recovery time carried out
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ENATI

const co require('co');

const Promise require( 'bluebird');

let injectLatency = co.wrap(function* (config) {
if (config.isEnabled === true && Math.random() < config.probability) {
Llet delayRange = config.maxDelay — config.minDe lay;
let delay = Math.floor(config.minDelay + Math.random() * delayRange);

console. log( injecting [${delay}ms] latency to HTTP request... );

yield Promise.delay(delay);
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let injectLatency = cu.wrap(functimn$ﬂ(éhhﬁé}7{

if (config.isEnabled === true && Math.random() < config.probability) {
e

Llet delayRange = config.maxDelay - config.minDe lay;
let delay = Math.floor(config.minDelay + Math.random() * delayRange);

console. log( injecting [${delay}ms] latency to HTTP request... );
yield Promise.delay(delay);




const Promise require( 'bluebird');

let injectLatency = co.wrap(function* (config) {
if (config.isEnabled === true && Math.random() < config.probability) <
Llet delayRange = config.maxDelay — config.minDe lay;
let delay = Math.floor(config.minDelay + Math.random() * delayRange);

console. log( injecting [${delay}ms] latency to HTTP request... );

yield Promise.delay(delay);

}
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let Req = functionx (options) {

let request = getRequest(options);

let fullResponse = options.resolveWithFullResponse === true;
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let latencyInjectionConfig = options. latencyInjectionConfig;

yield injectLatency(latencyInjectionConfig); // <- this 1is the import bit

—
== — = T

— - - — —

try E:?- T

let resp = yield exec(request);

return fullResponse 7 resp : resp.body;
} catch (e) {

if (e.response && e.response.error) {

throw e. response.error,

throw e;




(Q Filter by attributes 1to4of 4

Name Type Description Key ID Version Last Modified Date Last Modified Us«

bar SecureString alias/config-demo September 15, 2017 at 1... arn:aws:iam::37...

foo SecureString alias/config-demo September 12, 2017 at 1:... am:aws:iam::37...

public-api-a.config String - November 4, 2017 at 2:5... arn:aws:iam::37...

public-api-b.config String November 4, 2017 at 2:5... am:aws:iam::37...

"internalApi": "https://xx.amazonaws.com/dev/internal",

"chaosConfig": {
"httpClientLatencyInjectionConfig": {
"isEnabled": true,
"probability": 0.5,
"minDelay”: 100,

"maxDelay"”: 5000
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Timeline Raw data

Method Response Duration Age ID

-- 200 81.0 ms 8.6 sec (2017-11-04 15:54:25 UTC) 1-569fde2b1-6e08594037ba472dfeca7a3e

90ms
I

20ms 30ms 40ms 50ms 60ms 70ms 80ms
I | | I | | |

Name Res. Duration Status ﬂ-ﬂlms

¥ |atency-injection-demo-dev-public-api-a AWS::Lambda
latency-injection-demo-dev-public-api-a 200

¥ latency-injection-demo-dev-public-api-a AWS::Lambda::Function
latency-injection-demo-dev-public-api-a - T40ms O e
HTTP client - 59.0 ms e
e

## exec request - 28.0 ms
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Timeline Raw data

Method Hesponse Duration Age 1D
- 200 3.5 sec 10.5 sec (2017-11-04 15:57:08 UTC) 1-59fde354-6b0784e851c3c43729368ae1

Name Res. Duration Status ﬂ-ﬂlms

¥ |atency-injection-demo-dev-public-api-a AWS::Lambda
latency-injection-demo-dev-public-api-a 200 3.0 sec

¥ |atency-injection-demo-dev-public-api-a AWS::Lambda::Function

1<

latency-injection-demo-dev-public-api-a -

HTTP client -

g G

## latency injection s

1<

## exec request
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L1 artilleryio / chaos-lambda ® Watch~ = 11 % Star 227 | Y Fork 17

<> Code Issues 11 Pull requests 2 Projects 0 Insights

Serverless chaos monkey for AWS (runs on AWS Lambda) 3¢

reliability-engineering aws fault-tolerance chaos-monkey

D 62 commits P 1 branch O 6 releases A2 3 contributors sfs MPL-2.0

Branch: master = New pull request Create new file  Upload files = Find File Clone or download ~

g hassy Merge pull request #21 from davinerd/master Latest commit 24d23ef on Mar 26, 2018

B bin Rename files for the new name 2 years ago
B lambda fixed conflicts a year ago
B lib/commands fix: Resolve module path correctly 2 years ago
£) .gitignore Updating .gitignore 3 years ago
=] CONTRIBUTING.md Rename Chaos Lambda to Chaos Llama 2 years ago
=] Chaosfile.json fixed conflicts a year ago
=] LICENSE.txt All basics in place 3 years ago
=] README.md doc: Update link to website in README 2 years ago

=) package.json 2.0.2 2 years ago
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