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GDPR Timeline

Council

- agreement !
' .

B g '

’N

European Commission  Separate negotiations EP reaches Negotiations and

publishes the within Council and agreement approval among the

legisiative proposal European parliament three institutions

SPRING

2012 7014

LB _
ArchSummit
£ B R A B 8 2

regulation/background/

Regulation Two years

published in the
Official Journal phase

27APRIL. 2016
2016 2017

implementation

Src: https://www.dlapiper.com/en/norway/focus/eu-data-protection-

Regulation applies
from

25 MAY

2018
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BN 2017 £ Google &3 Federated Learning
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H. Brendan McMahan et al

Communication-Efficient Learning of Deep Networks from

Decentralized Data

Google, 2017

WeBank

s
s v A
P
y.4
'/ @

Each contribution looks
random on its own...
but paired masks &
cancel out when summed W A

Bonawitz K, Ivanov V, Kreuter B, et al.

machine learning

Google, 2017
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50%

B xR +{RP HExR+EE
Model Parameter E*n‘:u‘ﬂfﬁx:éméﬁ 23 S PMEEIE
ETL Exchange FTL 1
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Agent A Agent B Y e vV R AR
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Encrypted Sample Alignment

SE L A HH 2 i
REIRSE ToIR BiR ToIR
Database A Database B HASE Fo R F-ERE AR
MPC + HE FIER TR FABIN B=hizE

Qiang Yang, Yang Liu, Tianjian Chen, and Yongxin Tong. 2018. Federated Learning.
Communications of The CCF, 14, 11 (2018), 49-55
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https://github.com/WeBankFinTech/FATE
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AR BEHS

FATE Workflow FATE-Serving Manager Platform Suite

Sample Alignment Multi-type AP

Federated Feature Engineering
Online Inference

Federated Model Trainig/Inference

Workflow Lifecycle Manager Model Publish -

FATE FederatedML Functions
EggRoll: Distributed Computing & Storage CrFoestgil’::dNI;lte\:/vc\)lflgig

Device

Data Access Data Adapter
CPU Clusters GPU Clusters

HIVE MySQL Amazon S3 CSV

Level DB HBASE HDES Andriod / 10S




- FATE FederatedML Functions

- Secure Secure Federated Secure

MPC Protocol H(émomorphlc Secret-Sharing
ncryption

Oblivious Transfer

Eggroll &
Federation
AP

WeBank
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Meta Service

Federation Service
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Other Parties
or
FATE Exchange
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» Secure Intersection for Sample Alignment

» Vertical-Split Feature Space Federated Feature Engineering
* Secure Feature Binning
* Secure Feature Selection
» Secure Feature Correlation (Coming Soon)

* Vertical-Split Feature Space Federated Learning
* Secure Logistic Regression
* Secure Boosting Tree
« Secure DNN/CNN (Coming Soon)

» Horizontal-Split Sample Space Federated Learning
» Secure Logistic Regression
« Secure Boosting Tree (Coming Soon)
« Secure DNN/CNN (Coming Soon)

 Secure Federated Transfer Learning

WeBank
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WorkFlow Example

def run(self):
. T 1,E”Ib self._init_argument()

selLf.workflow param.method == "train":

ZEMH?&;B /fgﬁ'ﬁ:#l, I’f"Emb train_data instance = None

ot e
. %éﬁ%}]y/—ﬁ{,tgﬂﬁ:, train data instance setf.gen_data_instance(setf.workflow_param.tra%n_?nput_table,
° éﬁ}Ebﬂ%&%ﬂiﬁ}ﬁZﬂ{fF seLf.workflow param.predict input table Setf.‘I:Jlg;tﬂow_zz[?‘%z:maﬂggﬁgxgﬁzziEiiinput_namespace
. i)l|Z. J\Imugﬁﬁg predict data instance setf.gen_data_instance(setf.workflow_par‘am.pred%ct_?nput_table,
self.workflow param.predict input namespace)

e« 5B E self.train(train_data_instance, validation data-predict data_instance)

RERFEA

def train(self, train data, validation data=None):
self.model.fit(train_data)
self.save _model()

self.role consts.GUEST self.role consts.HOST
self.mode consts.HOMO:
eval result s
predict result self.model.predict(train_data,
self.workflow param.predict_ param)
train_eval self.evaluate(predict result)
eval result[consts.TRAIN EVALUATE] train_eval
validation data None:
val pred selLf.model.predict(validation data,
selLf.workflow param.predict param)
val eval self.evaluate(val pred)
eval result[consts.VALIDATE EVALUATE] val eval
self.save _eval result(eval result)




I FederatedML Functions Example

0 ngﬂ LR*%E_HQEEC,H_% class HeteroLogisticGradient(object):

= R = 9 A==/, \=
*—Md:%‘x*uj:mg&rl_#é*ﬂ def compute fore gradient(self, data instance, encrypted wx):

. iﬁ-ﬁ—%i‘v ?i—]fj_ft for‘e_gr‘igizn;radizﬁzypted_wx.join(data_instance, Lambda wx, d: ©.25 * wx - 0.5 * d.label)

« JEiTEggroll API SIS AT,
def compute gradient(self, data instance, fore gradient, fit intercept):

T%JEE%’S*DTJ’%QE'L_'_% feat _join grad = data instance.join(fore gradient, Lambda d, g: (d.features, g))
f = functools.partial(self. compute gradient, fit intercept=fit_intercept)
gradient partition = feat join grad.mapPartitions(f)
gradient = HeteroFederatedAggregator.aggregate mean(gradient partition)

gradient

def compute gradient and loss(self, data instance, fore gradient,
encrypted wx, en _sum wx_square, fit intercept):

gradient = self.compute gradient(data instance, fore gradient, fit intercept)

half ywx = encrypted wx.join(data instance, Lambda wx, d: 6.5 ©“ wx © int(d.label))

half ywx join _en sum wx_square = half ywx.join(en_sum wx_square, lambda yz, ez: (yz, ez))
f = functools.partial(self. compute loss)

loss _partition = half ywx join _en _sum wx_square.mapPartitions(f)

loss = HeteroFederatedAggregator.aggregate mean(loss partition)

gradient, loss

WeBank 28




B Federation APl Example
. HELRBEEFSRE

. Federation APl =iEEARH

ENEZRXBEE-BE (json BoBEN/E, #uEEFEFNERIME)
G piBER SR E—RRT

[ERRIBIR

"HeteroLRTransfervariable™: {

"host forward dict™: {
lIhOS_tIl,

S e =
“*dst™: [
"guest™
]
¥ >

“"fore_gradient™:
"guest™,

"SI’"C" :
lldS_tIl: [
"host™
]
)

"guest gradient™:
"guest™,

= e
“*dst™: [
“"arbiter™
]
}

"guest optim gradient™: {
“"arbiter™,

i e
“*dst™: [
"guest™
]
¥

"host loss regular™: {
llhostll,

"Sr‘C" :
“el=netT = |
llgues_tll

self.transfer_variable HeteroLRTransfervariable()
federation.remote(guest gradient,
name=self.transfer_ variable.guest gradient.name,
< tag=self.transfer_ variliable.generate transferid(
self.transfer_variable.guest gradient,
self.n_iter ,
batch index),
role=consts.ARBITER,

{ idx=0)

optim guest gradient = federation.get(name=self transter variable.guest optim gradient.name,
tag=self.transter variable.generate transterid

self.transter variable.guest optim gradient, self.n iter
batch 1ndex),
10X=0)




B2 RIRIE A FedAIE M

https://FedAl.org/
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