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1R GraphQL

GET /products HTTP/1.1 POST /orders HTTP/1.1

Host: www.example.com Host: www.example.com
Accept: */* Accept: */*

User-Agent: example-user-agent User-Agent: example-user-agent
Connection: keep-alive Content-Type: application/json

Connection: keep-alive

{

"data":"some data"

}
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1R GraphQL

POST /graphgl HTTP/1.1

Host: www.example.com
accept: */*

User-Agent: example-user-agent
content-type: application/json
Connection: keep-alive

{"operationName":null,"variables":{},"quer
y":"{\n product(productid: \"1000\") {\n
_id\n  name\n }\n}\n"}

POST /graphgl HTTP/1.1

Host: www.example.com
accept: */*

User-Agent: example-user-agent
content-type: application/json
Connection: keep-alive

{"operationName":"CreateOrder","variable
s":{"data":"some data"},

"query":"mutation CreateOrder($data:
Data!) {\n createOrder(data: $data)\n}\n"}
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v {
1
" w. g
blog(blogId: "5b67230e2a755df312e6ce98 data": {
_id blog": [
type {
"_id": "5b67230e2a755df312e6ce98",
"type": "ARTICLE"
}
}
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‘ v af
blog(blogId: "5b67230e2: e6ce98") { v tdatat: {
id v blog": [
y v 1
type l
4 "_id": "5b67230e2a755df312e6ce98",
title -
content type": "ARTICLE",
“title": "HEIRE",
desc
; "content": [
h
HERE"
15
"desc": "{EEHIAR"
}
]
}
}
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query { v {
" ; ) " v "data": {
blog(blogId: "5b67230e2a755df312e6ce98") {
_id v blog": [
Bpe { ‘
" id": "5b67230e2a755df312e6ce98",
author{ =
_id type": "ARTICLE",
v "author": {
name
: "_id": "5cda7bfa979474558b9df07e",
email -
" w. wiEjES e
location name": "BEf/@",
} "email": "tunan@example.com",
waelle location": "Beijing,China
content }s B
s "title": "W@EIE",
} "content": [
} "EERAE"
1,
"desc": "fEEIHIA"
¥
]
}
}
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TYPE SCHEMA
BF A ORISR EIRER Az OIREBEEANZ
Bl , BScalar ( fr£ ) 18 , ZKEYRESTfuldbpgEA
Object ( X% ) FFh, M7 FJRURI

Object/FieldZHfY , [FERT — GraphQL Schema &

Field b5 E SHType B B AR R 2
|
|
QUERY [ RESOLVER
TR O | ———— . TR EOSE1 Query
BQuery ( &8 ) . RATIBLE , ZPH GraphQL
Mutation ( E ) T 3 ISR Fiel BRI
Subscription ( iJ[@ ) = Resolver
i
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/15nst typeDefs = gql °
type Blog {
title: String
content: String

}

TypeE MIHIAZEIIEUEN "R | FHHEE

GraphQLBEFZE3AEEUER AT, , Schema® &

Types , SchemafUEARRIBHENTSIEE
( Object type )

~

type Query {
blogs: [Blog]

Query2FfEGraphQLEARVR

|

\\;i}

%

(" const resolvers = {
Query: {

blogs: () => blogs,
},

Resolverie X BB ARG TN SchemarhEY
NS N SERIATEE

~

\ }i
cons server = new [8]0] oServer( 1

typeDefs,
resolvers

});
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GraphQL VS. RESTful VS. S#{HUfz

SHENEOFIRESTfuliE ]
53K
GET /blog?id={blogld}
GET /author?id={authorld}
GET /blog/{blogld}

GET /author/{authorid}

N 2

{"data":

{"data":

{"data":

{"data":

"... blog data ..."}}

"...author data ..."}}

"... blog data ..."}}

"...author data ..."}}
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GraphQL#E[]
Bk IR
POST /graphql {
"data": {
{"query": "{\n blog(blogld: \"{ blogld}\") {\n "blog": [{
author {\n field\n }\n field \n }\n}\n"} "author": {
"field": "..."
}
"field": "..."
i
}
}
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Account takeover via leaked session cookie

|1 disclosed 2 days ago
275 By haxtad4ok00 to HackerOne @ Resolved @& High $20,000.00
Disclosure of “payment_transactions’ for programs via GraphQL query
I1 disclosed 4 days ago
98 By msdian7 to HackerOne ® Resolved & Medium $2,500.00
Private program disclosure via "vpn_suspended’ GraphQL query
|1 disclosed about 1 month ago
123 By unknown_person to HackerOne ® Resolved [ ) None $2,500.00
Unauthenticated read and write access to ALL endpoints of a store is possible for removed staff decloced 2
Isciose
46 @ members who had "Apps" permission months ago
By mariogh to Shopify ® Resolved @& Medium $1,500.00
Confidential data of users and limited metadata of programs and reports accessible via
I G haL disclosed 10 months
882 1 raphQ ago
By yashrs to HackerOne ® Resolved @ Critical $20,000.00

disclosed about 1 month ago

H1514 Get access to non public information by pivoting with graphgl queries
8 By emitrani to Shopify @ Resolved Low $1,500.00

Private information exposed through GraphQL filters v
|1 disclosed 5 months ago
69 By reigertje to HackerOne ® Resolved @& Medium

Bugin GraphQL and APl integration leads to limited user address disclosure )
130 % disclosed 9 months ago

By loxiran to Starbucks ® Resolved & High
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Business Logic Layer

Persistence Layer
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EV‘ . L 6613 79th 6.58 95th 2294 94th
Rojan Rijal (rijalrojan)

Reputation  Rank Signal  Percentile Impact Percentile

o . o
i Unauthenticated access to Zendesk tickets through athena-flex-

production.shopifycloud.com Okta bypass share:

State @ Resolved (Closed) Severity (D Critical (9.8)
Disclosed September 20, 2018 12:15am +0800 Participants | 1u| [T | (G &
Reported To  Shopify Visibility  Disclosed (Full)

partners.shopify.com
Asset

(Domain)
Weakness Improper Authentication - Generic

Bounty  $5,000

Collapse

SUMMARY BY SHOPIFY

@rijalrojan discovered an application and endpoint under athena-flex-production.shopifycloud.com that exposed metadata and contents
of our Zendesk tickets. Within a couple hours, we had put it behind an OAuth portal to mitigate the issue. After an internal investigation revealed
no evidence of malicious access to the data, we rewarded him with the highest bounty available under our non-core authentication bypass

category ($5,000). We did this despite the app being out of scope because of the severity of the information disclosure. As always, out-of-scope
rewards are at our sole discretion.
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GraphQLZ 7T — 1 HEE Schema, ResolverZFif BIRAES B AR

NEEXNEIESHT MEN ST EENERY field =S EIARRYSE
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Client @
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RESTfu |§' ﬁJ\iAi‘IE OAuth Server
@ Authentication
Client
@ O

RESTful API
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/\ N N
Graph QLB IALE OAuth Server
@ Authentication
Client
- .

GraphQL API
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//...omit. ..
router.post('/login', LoginController.login);
router.post('/register', LoginController.register);

app. use(koajwt({

secret: 'your secret'
}).unless({

path: [/”\/public/, '/login', '/register']
1);

const server = new ApolloServer({
typeDefs: schemaText,
resolvers: resolverMap,
context: ({

ctx
N =«
PRCEXS
...app.context
1))
s

server. applyMiddleware({

app
3;

app. listen({

port: 4000
}, O => console.log('# Server ready at http://localhost:4000${server.graphqlPath}*), J;
/o0 c@iE S0 6 0

GMTC =» Geekbang>. [nfoQu

SHANBRAAS 1R 598§ 5




GraphQL W UETC R AFR T 5

o
O,

GraphQL API

Client

OlO

- Geekbang>. InfoQy




GraphQL I IETE R R 7 5

import berypt from 'bcryptjs' type Query {
import jsonwebtoken from 'jsonwebtoken' login(
username: String!
export const login = async (_, args, context) => { password:String!
console.log('login..."); ): LoginMsg
const db = await context.getDb() }
const {

type LoginMsg{

username, i .
message:String
password token:String
} = args }

const user = await db.collection('User').findOne({
username: username
1
if (await bcrypt.compare(password, user.password)) {
return {
message: 'BEFMIN',
token: jsonwebtoken.sign({
user: user,
exp: Math.floor(Date.now() / 1000) + (60 * 60 * 12),
}, 'your secret'),

GMTC =» Geekbang>. [nfoQu
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GraphQL I IETE R R 7 5
const server = new ApolloServer({
typeDefs: schemaText,

resolvers: resolverMap,

context: ({ ctx }) => {
const token = ctx.req.headers.authorization || '';

const user = getUser(token);

return {
. .user,
. .ctx,
. .app.context
)
},
};
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__schemar]&=BfE R AXIS
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HRE—: N8

__schemafyfHi&

__schema
queryType
name
fields

name

:EtQEIIJL:llu\I

"data": {

__schema":

"queryT

"name":

"fiel
{

"name": "_

e

o

{

ype

ds":

[

name":

name":

name":

g
"Query",

dummy"

"author"

"blog"

"userInfo"
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_ typeRIFiE

v "data": {
__type(name - )
v "__type": {
name -
) " ". "Blog"
fields name g
v "fields": [
name
v {
type { L
SETE "name": "_id",
“type": {
\ "name":
| ¥
b
- I
|8

"name": "type"

“type": {
"name": "BlogType"
}
s
v {
"name": "avatar",
“type": {
"name": "String"
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# BF1EE

type UserInfo{
_id: String!
# HF&
username:String

u At
# HP4E

email:String

8 BN
# FOUS

idCardNo:String
loginLocation:String
# pIEatiE

BYXERY [E

createdAt:Date

# EEEFATE
# SERTRY [37

updatedAt:Date
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# BFPIES
type UserInfof{
_id: String!
# AFE
username:String
# HEFE
email:String
# Bis
idCardNo:String @deprecated(reason:"ZZ(o)f")
# BRI
loginLocation:String @deprecated(reason:"&Z=E(g&")
# BIERTE
createdAt:Date
# EFThATE
updatedAt:Date

GMTC 5 ggg!(baﬂg) InfoQ

SHRANBRAKS




4

{EA_typeREHAF LGRS

__type(name: "UserIn
name
fields
name
type
name

HRE=: [EF] 7R

MR
v "data": {
i "__type": {
"name": "UserInfo"
v "fields": [
. .
"name": "_id",
"type": {
"name"
b
\
},
v {
"name": "username"
"type"
name": "String"
}
1
}s
v {
‘name": "email",
“type":
"name": "String"

GMTC

EHRANBERRS

=» Geekbang>. |[nfoQ



HAE= : [[EF] RIFER

AT HAE I REXResolverffiEZ , [EFFER{ZARLUIEES5E1H

v qu { v{
v userInfo{ ' d?ta : .
_id v userInfo": [
v {
username
. "_id": "5cde7a9c5907f5346115dcc7",
email
} "username": "tunan",
S "email": "tunan@example.com"
5
5,
v {
"_id": "5cel92a8clelf@b@8fbe8b97",
"username": "zhangsan",
"email": "zhangsan@example.com"
i
]
}
I
=5 Geekbang. i
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const name = props.match.params.name;
const gueryUser = gql *{
user(username: ${name}) {
_id
username
email

"")%7Busername%7Dhack%3Auser(username%3A"admin")%7Bpassword
%23

» Geekbang>. InfoQ
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{
user(username: "") {
username
}
(hack: user(username: "admin") { )
password#) {
id

username
email ‘5
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const name = props.match.params.name;
const queryUser = gql *{
query User ($name: String!)
user(username: $name) {
_id
username
email

3

client.query({
query: queryUser,
variable: {
name
}
1))
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E X BlogflAuthorF33EQuery

type Blog { extend type Query {
_id: String!
type: BlogType blogs(
avatar: String blOgIdZ ID
title: String systemType: String!
content: [String] .
author: Author ) [Blog]
# ...omit... }

}

N —— extend type Query {
_id: String! author(
name: String _id: String!
blog: [Blog] ): Author
# ...omit. .. ’

} }

o -+ Geglban>. InfoQy
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query GetBlogs($blogId: ID, $systemType: String!) {
blogs(blogId: $blogId, systemType: $systemType) {

_id
title
type
content
author {
name
blog {
author {
name
blog {
author {
name
blog {
author {
name
omit. .
}
}
}
}
title
createdAt
publishedAt
}
}
publishedAt

GMTC » Geekbang>. I[nfoQu
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[REIEIERE , RIYEIRITGraphQLIZOR N R E B 5 HI LR )R

// ...omit...

import depthLimit from 'graphql-depth-limit';
// ...omit..

const = new ApolloServer({

typeDefs: schemaText,
resolvers: resolverMap,
context: ({
ctx
N =
const token = ctx.req.headers.authorization ][] 90¢
const user = getUser(token);
console. log('user', user)
return {
...user,
...ctx,
...app.context
bg
Do
validationRules: [depthLimit(10)]
3
// ...omit...
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e XSS query GetAllUsers($filter: String!) {
users(filter: $filter) {
. SQLIEA -
username
. email
« NoSQL;EA }
}
- CSRF

[ ] ijj*%’n%%\};l’?i IIfi'terll: (1]1] or II=III}

"filter": "{\"$ne\": null}"}
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