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FMERIRIRZEL

EieReZal, FANAMERTAMIRE, B FRNELEEFI—MIRE T RP. —BUk, iz
E5BEWE, HiG DNA NTURIEE—H, RBEER, #it. MLESA, TRk, =A%kl
NMET, BRI TX—RiaTh, EERERR.

BFEIAIARE, BAENESEIER AETEHATRIZINZ, MRIRFERIRENA, BEMURE
BEARRE T NEIESROH, BRESHHNERT BB S REMmEELIRAY 1aas, PaaS, SaaS BIARSS,
HR{E Gartner RIFR, 40 Table 1 Fi7R, SaaS SUHAIREFRKRIAZT 850 {ZETHIER, FEKE—FRFIARIR
Fz=mRBITHG, TUER, =iwhY laasS, PaaS & EMEMOAIFTKIES Data as a Service, &
Cloud Management and Security Services tBEBRAMTAGY FREAEE N FAAIH R,

Table 1. Worldwide Public Cloud Service Revenue Forecast (Billions of U.S. Dollars)

2017 2018 2019 2020 2021
Cloud Business Process Services (BPaaS) 42.2 46.6 50.3 54.1 58.1
Cloud Application Infrastructure Services
(PaaS) 11.9 15.2 18.8 23.0 27.7
Cloud Application Services (SaaS) 58.8 72.2 85.1 98.9 113.1
Cloud Management and Security Services 8.7 10.7 12.5 14.4 16.3
Cloud System Infrastructure Services (laaS) 23.6 31.0 39.5 49.9 63.0
Total Market 145.3 175.8 206.2 240.3 278.3

X, FMBRIMICHIR, SREEREM, RIIBREEFHNENBRRMA? RALEI, HIBZIRIFMERT
RE, BATER, WHBAMNANIIEREGRHIR, BMIXEFRTWEL, KEBCHETH, HHURSFRIREHE
RERS—F, BRI, (BARERKRF] INREEREIE, eTREHNIETRIBZ WannaCry (& Z Petya IXIEE,
MRS EAWE N ARNERRSHEERE, BENENL, RERSHENRR, B&T73. 2200
SEESITEEA AR BSEBZIRUSTRBEE, BRMSHEIET, HIIEI 2018 F, 2019
F, BARIFEREMAAHARIE?
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& "Microsoft Z2IBIRE" f5H, HA 2018 FLUfE, LAPRBBEABREWE N ANERESHIREE
BRI,

2018 EBTIENTRGE
itk

. 0.20% +

. 0.15% 2 0.20%
. 0.10% Z 0.150%
B oos%zowo%
> 02 0.05%
|| seEre
ESe 0.05%

2018 ;mzmza‘m#

0.80% +

0.60% % 0.80%
0.40% Z 0.60%
0.20% % 0.40%
>0ZE020%

| geERR

28 0.12%

2018 FFRUAUEISY, B HIBEBRELRMRNANMEZE. MTHEERR, 27 REISRELEES
HIGEHRARKEHE, EILESARNSRNSEIZEEMTENR R, KARGEREEDHTEET . &
EPEMELEEHEETERENTR, FHFEEETTRRHSERRinkEic, BERETFERIOI, ik
FRFEREMIEHIZ T, H#TREIEH (fIanfE: Brocoiner) .

EHEEE, B Koobface XHFHEFRSHEEIEFWE, MEKFEMIINREREEMESHIZI ZRE,
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EMIREAR DDos T RAEZ ARG ISERHAEEFIREFMNE, ERUEHINASIURMEIESE,

WHEEEN A ORI SH AR ASITREZT .

MEBNEZRISRES, ELALIEE], BN IGE— AR, N&IIRIRIZESLHARTRIEEE, A TH
&SR, ATEMRINHITIG, FEHAZINITFREENR, EATAHNER, NBIENTESEIERSR
PRGBS, SIFEFUHNR TR, W WROIElE, fE, BFEIIAIRE, A E=HBBREGR, %
MRARE "REAAY" RIAFEEF. MTREKGERIRSS, USHESERERBREGENES, &
ERNTIRESEANEFMNGEG, X2 Bk, RRERHTEY , Hr5EBEII LNERRLIEM
S, SEBHHTYRERENEERESE. FENENSIPMET, RITEXNHE—MEHY, ERRERLAIE
T, WEANBNRSRIE s —E, HMEAGRIIERFERY, HTAERISEEE.

I ZLNFRIENX

Et, EXFE—NEWHNRBIEEBN R ERRET, NEFRUSKHSHUNABRET, ERILRSSEA
PR SEZREE, DLANINNXONZENREETEBGEEE, BEIMEEREINZS, B
WS, BT AKIEREI SRR 2DFRIE?

MIXFFRIE I AR, BESethia 7T UMERNKEERE, B —T, WREWAEREHIAN=
R, miEmEAmE EJLK SaaS, PaaS, laaS =] MHIZRIR, IBMLUEEBERET BT IR
BtroEM, WEETNRERSEWEZIEESLD, %MKk T SAVNEE, FEPOEERMTRN=
@, FTLABARY, WEE IR, BEREERAE T HEE,

FRAEIIRES 22 BB “Microsoft Security Intelligence Report” H948it, ERAY live id REDWIKETE 2016 F£=
2017 FREINWKEIEIK TEE 3 (8, KA IP IERSHEZFNE—FE, WEHEKT 44%,
FEBERANHRE, WNSAEENNBMAREELEMBANEEFHRESEE. TETLH, FE
— N EHREBEHENEWVESEEIHEEEINAFIEE, #TTATENITR, REIHEERITAMNR
AR TIER, NEERKKTIASERS, SNARAFPISMESTRIRE, T, ESI1EETE,
EKERFEERS, (EREHEZ. BiEFN, ROROHME, XFEN—EPATHNSIERE, WEERS
BATLATRIR, NIMmEREETLEERERTE, HERR, RERiRasER I REle?

B 7 2016 ZE A9 Black Hat USA AYIY & “Weaponizing data science for social engineering: Automated E2E

spear phishing on Twitter” B, #f33& John Seymour 0 Philip Tully FiEIA T
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i ITEZ BIBY—ERAT RSP RORAST, EREBEEEATOME, #5E Twitter AR mEE—MUBAIHERRY (XEERK
BRI SNAP R: BTG MSEIER)  REEEREA, ERFRIRIER, AlTJLUH T 800 RAY=IK, F
PIIES 275 B RENGNEE, MR, AXRBEEEMRIaFERET 129 K=K, I 49 %,

2 B Jennifer Smith ©_jsmith1993 - Jul 5
. , - ﬂ @ User achaeologists believe they've found the tomb of
f & - ? - . -~ Alexander the Great is in the U.S., for the first time goo.gl/KjdQYT
{ & . & i - ‘ - Lk v
o o % 5 e
o - . User of high value .
) : _ Elfirehose
Twitter’s User Streaming API endpoint

R - S

. : ; Aemory
: : recurrent neural networks

Clustering |

M Tareet Discoverv () Automated Social Snear Phishing

FIARFFRETEA ID BT ADIHTHNE, ELE—EARFSE, U Social Engineering Attacks (#t
STREWE)  MBEE 2014 F, HETRIEMEE S THERETREEREN=22"2%. BES
HREZEESR, RASBSPNHAEBRESEIEWANLESHNERT, SHECHNBFMME, EEERTE
F7ET, (HRTS, EERAFRNAGRNSHIESHETRSHE,

FERE, XENERITE, ARMZAEEI, ERE/ APP & MIUREMATEF, RENAERES
s ERANEEERRENER TEXBIEMENTATRIER, HEXRKIHNERERSITENKS.
[EREXHNAMET, HTRIEERESREENSE, FIBFITH, ReeRZERMIImEEN
=8, AENFEUNHERNBEIRE,

HR4E Microsoft Defender for Endpoint Researcher Team 7E 2018 FEAVIRANRE, TEMNZEAM Calgary, &S
RENATHAT, BERAE 100 BRI STRERE, HdGA, 28RN EEERS
FEIRIEBAELRIX LR ERI B A R T RIX—IAINZEAT PDF 324,
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HBIH9 O+ |5 1 Landscape Supply(14.05.2018) - Message (Plain Text) o B 2
Message a e
x .—a d w f _Q By | CreateNew 23 & (3 Mark Unread aTE o Q

& i . B categorize ~ B
Delete Reply Reply Forward B = Move j - Translate | Zoom
All = - ¥ Follow Up ~ - by -
Delete Respond Quick Steps [ Move Tags [ Editing Zoom
© This message was sent with High importance.
From: B N B | Sent: Mon 5/14/2015 5:50 AM
To: Undisclosed recipients:
Cc
Subject: Landscape Supply(14.05.2018)

I Message | T|fundamental statement.paf (229 k)

el |

Please see attached documents for your review. Kindly let me know if you have any questions.

Thanks.
o oE—

PN Wm wmm ! Landscape Supply

Figure 2: $9EHM4EERIINEE PDF 314

SREETFATYNAWYE, HSERE—TSRNGRLE, AEKBGATWPNBAREINENE, SEREER
FPREEESZME, HMEREBAER S, WEHERNRSEIEERE,

REmtx, XERTIBEMFESIVERAR, iR, BREREERNBSF I AIEZRI A+,
mans, SHBRFINKABREI THEITRER S, REEMETE 18, BRUMSICRERFTASITEH
TR ID NEBER S, #HtlAREENKE. Fit, EUSHEMET, A EWAERTAY
WWPEREATINEFRGE, AT R ER, HeeilR, EBNRENERSSRE, BREWR
THYSEHITER.

I HER SIEREIGAIE

M, BEEWELEBRTRN, BEXFATWHRSER, tIEBEIE—FRIITEIRAIH. StEE
XS EFAIINBIASAIE A AN ARV TR SERENRT, BARESEAY, BRRETLBRIIILE
£, EFEXE—NARTHEERN. RIEMEZSREHRENEIEER, B 2021 F, XMTWAIAZ R
MR350 F A BEERMNME T, FERIETRRIRIE, FTSTE 2021 FIEREEK 6 HIZEEAHRK. £IkEit,
GEERSE, SRERMERZSINETE (1SC) F, HIFREAZRIMA.
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Rising costs
Increasing . : \ Evolving
complexity (60 l" The security ot . threats

On—prer_nises Iandsca pe C|c!ud

By 2021, 25% of the
world’s personal data will
be compromised and
housed in a Data Lake
analyzed and utilized by

: consortiums of Threat

[ N Actors*

Talent gap

*Source: |DC FutureScape: Worldwide Security Products and Services

HRX, NEmfaERE, BllREReS =t tFTEREERRE:
MEEREHSENBGIFRE, MEBEN, N THE, RERGNZISR, SINEEBXENRE, 15
BRI, IHAEENSRIRE, XEMEGTE ITRA—EDEE.

PR, FEIISER, EXS—EAIEN, HEPRHFAIRERD, (KRR —RIEf 2B, fIIRSIY, EMNXE,
BETEAET. BTSRIFIEREARMNRE, FRIRBERFERE, XIVFRERRERE ST
ERINERL, a0, WNERARZEFELE Nimda $FRAVERE, SBRERWMIERSREG. NEIFHKIE=MEE,
BHIMNSEERCEOHT, FeERERH R AMRSIERAIRNE,

R, AT MSSEEMRIE, ElZeERIEHREERYER—MEERERIAM. EIIIRBER
LARIRSFFER B INEIERED, BRRAR RS AISESAIN S (FIAIRRMmEER) FATRERME, fInFEESR]
RREE TR MBS AT REEIEE. MAREGERNABIIASHEZ IR 2IRERF, RegtiE—4
AIRAY IPS/IDS ERE URL, MR TIENETFEEHSNAEER, SENIHS S, EEE— I HENE
HLz2Ingea g, XN FEasENAEREE LA BB E e E AN £ FHIEED .
R, MREWVHEBEEEEENTETE, IFEZHEETEANDBK ERRARN, Fmitil A
M, LARFENIARRNABELSSEMRER, XEE, (NMESRTEWRARENZYD, BT %a.
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Z2NNE R BERIR
W RERL

ML ENENEREIE—MI/NAT, NBFRENEHNIEAESIARERLSGIFER, O RE
Azure BRIZL SN, HIEENE, 2IEEANENEENESUEERE, RENELEBEARF~mRE
FAERIERSE A, Azure REABFRH—ELENESIRIENZEIPAR M, HITARNEE—NEAE
BER, MIFESEEREEFE, FillAzure BEAERLEIRR LGB 10 2ZEs, HHSHM AIFEmLH
LB RAIRSS .

£ Azure £, FIFRERBRIRIBIE Azure AL (VNet) H1, Azure FEHUMERE—MIET Azure ¥R
HREE EROBIELEE, B RIMNEZEEIAMEERE, NMREAERFZERRSMNERENRE. AR
ATLMGETRIERME—HE, FEEIETIMAEAY P iR, DNS BB, L2fRISMIRHE, FULIBEMEZ A,
VPN RIKEL W& E L ExpressRoute SEIEHIEHAMEATHIENIR. bR T XWMEZHEAEE 2, HAIEFES
IEHEBL SR, HTREP, HIRNEE Azure FEXIE. RIFFERFBAEE. DDoS BHiF4,

Il MELRLE (NSG)

BEEMEHIMEE MR, EREREERZNPFTENERE, Fiveamellat. FiAE—E, 5 Azure 1
TR T HEEE], MgZeE (Network Security Group, NSG) E—FEaSEURE MR G, BEE
ARIMERBITAEES] (BT 1P R0 TCP 8k UDP 1Y) . AP B ERMNE L LA, ATLABERE, &
W=t 1o NI N
ML H R LARSRIEE Azure EEHARZEHHAN Azure BRHIMERE. AFAILABESREMNEZSEMNE
EX M RENTEEREMS, BIMNSTIRITFHIEBEZH Azure BRIINIEFHIEMERE. PTLAERRITA
8 (RIP. RixO. Bix. BifRmOFMMY) KEEZ2HN, NRBEEMINEBRERN, NRFEEAL
TEMN, RZIFA, ATEAEFEUZEMUNERERRE, FTLIBELI AN —ENAER TSN
TR P HTES, RECIE—RKNELEBHNSSIN—BRFRLETHEES.
o T RZ2MN: JLE—FANGEIFEEZ MNROMSNER IP ik,
o [REIRIC: RFBIRICE Microsoft %, Faa—AE IP bk, Hla0, WMRAFFHE R EastUS F{EFRAY
Azure TFIEIRSS BB —RZ2EMN, FJLAEEER "Storage EastUS” IXFARSSHRIC
kR, BiztrceRiIERFERRY Azure TREIRSS AR,
N FERFREA: thERARRR—H Pitt, FINABFAILABIE— "Webservers” N FfEFLSESZR,
o RS Web BRSSEEEBEEI "Webservers” A1, BIISIE— N LEMNHITR—IHEEHIEE, TEEE
E—MNAEFZEEHRMIRE AR EUMERINEED,

. c \
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FIAZE2EN RN :

o ENARVPEREEMMEHNRIRNLRE

AllowVNetinBound

Priority Source Rt m] Bir BiriwO Protocol iGIRBR
65000 VirtualNetwork 0-65535 VirtualNetwork 0-65535 1= Allow

o FUARIFRTEREREIIER (LB) AIREBAL

AllowAzureLoadBalancerinBound

Priority Source BiRO Bt5 BtrixO Protocol iGIAHR
65001 AzurelLoadBalancer 0-65535 0.0.0.0/0 0-65535 = Allow

o ZRMEHEREEM (Internet, EfhRITIBAIEIAMLS) BEIRAINIL
DenyAlllnbound

Priority Source EEO BiR BirimO Protocol iGIEaHR

65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-65535 Z= bzl

AR\ 2 4EHuGFRN -

o FUASRIFREEIMMSAERIRIHIGRE

AllowVnetOutBound

Priority Source Bt m] BiF Biriz0O Protocol BIAHR
65000 VirtualNetwork 0-65535 VirtualNetwork 0-65535 = Allow

o FUASIFEEIMESFRIZIRE Internet RIHUGRE

AllowInternetOutBound

Priority Source BEiRO Btx BfriwO Protocol iBIEHR
65001 0.0.0.0/0 0-65535 Internet 0-65535 F= Allow

o EANESREMERAOHILRE
DenyAllOutBound

Priority Source fit{m BiR BirixO Protocol GIEISUR

65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-65535 3= bzl

7/ ° A
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£ Azure FEAIES, WEBTEHE (NSG) FILASEMMESFR (subnet) XEX, RRSERILASFRPERR]
& (NIC) 1BXEx, —EHALIRRTE. EREER, B &, flan:

Internet

HTTP (TCP port 80)

VM3 VM4
s e é'ut':'n‘é’t’zE “Subnets
e

SFNUERE, Azure Feb IR SEANFRBXRBKAIME L SERRIRN, RELESMEREOBXREKIIMNER

LLEFHIHN,

® VM1: VM1 {iF Subnetl 1, Subnet1 B5ZEXIAMELEHE NSGT, RFEXILE NSG1 PHIRE
M, NSGTPINRAFBELEENEIET —£AFH 80 NIGHRENHN, NFERTLUHA Subnetl, &
MRES#M DenyAllinbound ENAZERMNIFESE, FTEFA Subnetl, NSG1 B—&KiFinC 80 NZEM
0, WRESH—FSH 5 VM1 M-EHEXEHI NSG2 4, BERFMIRO 80 ZUEHITAYRE, NSG1 0
NSG2 EREE—LAIFM Internet i51E] VM 80 ik RIS FIAI,

e VM2 : [E} VM2 thiE Subnetl 1, RFELLIE NSG1 HEGHNI. VM2 ;REXBEIEMKEONME L
2, ESEE NSGT AT RE, SESER NSG1 FiEBHIMERE. JMBRLEXKE
FWES, WFR—FMPNREER, REBAWAIT, BAKIES,

o VM3: HHFEEMELRELEREKE] Subnet2, RERIFREBHNFMHEREHS VM3 N-RIEXERAI NSG2
QhIE,

* VM4 RIFRERE VM4, EANERLEREREE] Subnet3 SREIMINARIMEREO, MNRISHXEK
AIRERSE, NIFRTEMEREBE FRFMNEREC.

SFFHILRE, Azure FANESEANMMEREOEXKNIMELSEFIHN, RELESFRIEREKIIN
R APHIIN,

. 10 \\
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o VM1 RFERKEE NSG2 FIREMN, FRIFSIE—RLEMNIIELE MmO 80 F) Internet AIHILIRE,
AN NSG1 #1 NSG2 HJ AllowlnternetOutbound B AZEMNEZRIFZIRE. WR NSG2 B—FKIE
im0 80 WLEMN, NRESHIEME, oM NSG1 iffh, EEREMNEMNZIRO 80 AUKE,
PR WEZ 2 BHEFRI—ME—FANSEEEMIRO 80 F Internet AURE,

e VM2: FEmEHSBIMEEOKEEIFR, EMINE VM2 IRNEZEDISBXEKINEZ2E, R
FEo4bIE NSGT FRASHIN,

e VM3: 1R NSG2 5—5KIE4iIR0 80 LM, NinESWEL, R NSG2 B—&iFinA 80 Y
TR, NFeiFMIRE 80 F Internet BYHILTRE, EIZHXELE Subnet2 RFIMER LA,

e VM4: RIFEE VM4 NATEMERE, HANKZLEREXEDICSHINZIEMNAINEED, &R
HXEXZ| Subnet3,

Il Azure B5kiE

Azure fKIEAMBRELH (NSG) IHEERM T+ 7, NIMEMNERLZLINGERME TEEFR "REHHE" . MK
ZEARMOHANBERELIE, LIRBIESMTEFEIUMERNZRNLERE. MRAFEEEITR, B
REFARILS, [E RN AR R R AIRIRIFET, MITRE(ER Azure BoXIEARSS. Azure BiXiEE—MRSHAA
FEERSHISEPHMEH XS, EERNENSE AU IREIAIETFRLEME.

User configuration .....a Microsoft Threat Intelligence

L3-L7 connectivity policies L Known malicious IPs and FQDNs
Spoke 1
= Threat intel, NAT,
g _Central VNet network and
5 E application traffic
H filtering rules
H allows inbound/
. : outbound access
L e—> i === L
 — | - |
Spoke 2 i {
P Azure Firewall # Trafficis denied
| ¢ by default
Azure to on-prem
traffic filtering

Spoke VNets lﬁ\

On-premises

/7 11 A
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Azure PAXIEEETINGES

o MEMNSEABM, Azure IXERNETERAREN, BRFAREREMIMIRSEIYERE, EAREHTE
AECE, AP AIERRA.

o AEIRFIN=EIEGEE, Azure BiKIEIRSS T LMRIFROBENAMIEHRINERE, SAREETINET R,
EAFENEEREMETIE.

o [FHFERs FQDN BRI : Azure FIXIEAIG i, HTTP/S &K Azure SQLIRE (Preview) FREIZIEE
A—E5E2MRERHE (FQDN) , LLINBEARTEE SSLIE,

o WEEMEFHEMN: TTLMRIERIMBAY 1P i, wmOFMY, SHeUE "fiF" 5 B8 RETHEML.
Azure [IXIERTEEREN, AR O FERENERNSIEEIER, BES MTFEMEIINET
FESICRMN. ERILAGER FQDN #RIE. ARSTRCECE RN,

o IFEFNBRIMLEHEIEEEIE (SNAT #1 DNAT)

® 5 Azure Monitor SE25ERY, ERAFREBAEFEKFAPFRAE, FEEMRERZEITHRPO, &S
H&1%%| Azure Monitor B,

o IHRRBEPE, HJLAE VPN 0 ExpressRoute RX/SEPE Azure BEKIE,

Il Web RIF2RERAKIS (WAF)

Azure BKIE/9FE HTTP/S tHMY (50 RDP\SSH\FTP 1)) iREENILRIF, AFrE L OFNUR LG
AIROIRIP, FRLANSRAFFES HTTP/S thilGRMENILERIF, FREEA Web NFFREFBI KIS (WAF)

Web RIFBR2FRIXEE (WAF) 2R FEFMXI—ILNEE, AIEHINE LRGERRER /9 Web N BEFRM
PRSP,

Azure NFBRZFFMXIET Web NFAFERRRIKIE (WAF) 7£ Region EBEEH{RIF Web NFERER, EHBZER
WENRENERE. RAFFHEE Region HITEESEREIN Web N FFERBGIR, BILAER Azure Front Door
SRE Web N FRFERFRAKEEHTIRE.

Web N ARERIEZRHAAFAELEMBRIEERENER. SENNBERRE SQL iEANIBRMA,
BrLEM R E IR ME Y. XUTRERENNAREFRINIS N BEHITTEALER. B3N
5., &I Web NARFHXIEEHTFNIEENEZEEE, WAF E8e/EHRMAINRIN AEFEE
RIRAEFAIREE,

RPN EIRA Web NFRER, WAF fRIRFEDTLUBESEHEXNERIRR, BRI MIMILE R,
BTSN R PR R KR AN R I SRR KRR N FRFE I K.

________________\APAN
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Application

Gateway

XSS attack==p- g

Valid Requ{
iii -4Valid Requestb—J /

—=sQL Injection=p g @ \ Sitel
Valid Request

N AR R AN FRRE FRAEIE = #lRE (ADC) RIFPRiEiT, ERHZEEEFRE (SSL) &IE, E7F Cookie HI&
EEXMY. BERESE. ETASEKE, MITES Mt 2EE8eR7688.

NI FEFEFF MR L eIEmINEE R SSL SRISEBMimEin SSL 325, WAF SRBEERMKXER, FMEEFN
ZeMEEIER, XMESHE Web NARFAZENRREIED. NAERMX WAF B5 Azure &£
1> (Azure Defender for Servers) &%, HEREFUOALUIEFEEMRA Azure RIFNIRENRE. BN ARER
MERBEITIRRIEREEE, 1§ WAF 5 Azure 25y, Azure Monitor 1 Azure Monitor BE&ERRE, BILA
510 WAF R ELRIFAIMN R FRRUIE TR

Application ::'
=]
fateviay Access Log Event Hubs

l---l Performance Log
T T 1]
[ 1 1
WAF

Firewall Log

ﬁ

Storage (Azure)

Recommendations

Alerts
a)

Securitv Center

Il Z2iEEHRAMEREER

BrT Azure = ERIRRIREMIFZIN, ATEFHEESHENGR, Azure IRt T SR 2miEnaA0ERE
Joti——VPN #0 ExpressRoute,

VPN RKXFTFE Azure FEARBR SR E 2B, LAK Azure ERIMEZ[BELLE Internet RIXNNERE.
ExpressRoute iEEAEIT AT Internet, 5i@id Internet BUIEZEHELY, ExpressRoute IEFIRMME SR,
BERIEE, BRNERMESHNZ ST,

/7 13 A
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» VPN 3% SKU:
VPN f3% SKU: Basic, VpnGw1, VpnGw2, VpnGw3, aJLMRIET{Efafe. HILE. IDASH SLA BUSEEY, %

BT KAY SKU,
S2S/VNet Zl VNet P2S P2S =y
SKU 23] SSTP &#& IKEv2 &E3E BEHEEHE BGP
Basic A 10 =®A 128 St 100 Mbps Fxt
VpnGw1 B 30 Bk 128 Bk 250 650 Mbps T
VpnGw2 8K 30 BA 128 A 500 1 Gbps S
VpnGw3 =®A 307 =®A 128 A 1000 1.25 Gbps ¥

IXPUFhSEEII7 15 RouteBased VPN, {ERBEA SKU 52§F PolicyBased VPN,

BN SKU #IBkR SKU, EEERLINRERE]. (EREZA SKUMMNXTEBEREEEIFMK SKU FREg—F,

£ ARM ZEHERT, MNRFALEMIBKR SKU BEEHTER SKU, EMBRINE VPN RXFH ORI VPN [X, It

b, BA SKU VPN RIXASRFREIRERE (P2S) , BBl (S25) AUEEHREE—, A

WARMKINY (BGP) EEH.

{$5F VpnGw1, VpnGw2, VpnGw3 X=F3fhi SKU, BIEZ ERILMRIBSZEEIX = SKU Z/EXS VPN R

B9 SKU T84,

FEXBTERATHENAFGER VenGw1, VpnGw?2 Fl VpnGw3 IX=FH VPN RjX SKU,

WA VPN RIKFHEUEHAI VPN RIK, 5k, EA SKU VPN RIXASHFmEuLRIERE (P2S) , BitmEliam
(S2S) HUERHRAEE—, BAHHARMKININY (BGP) BEH.

{5/ VpnGw1, VpnGw2, VpnGw3 IX=MFTHR SKU, SIZ/SRILMRIERERX = SKU Z a5 VPN R

B9 SKU H4T8E L.

FEXBETERETFENAFEER VonGwl, VpnGw2 F1 VpnGw3 IX=7 VPN Rk SKU,

> ExpressRoute X SKU: trEE. EilkEE. #EBE8E

WNERFBLEEFATLAE Azure EPINEHIARIBEZ BARENERE, EEIFEEIINERKET, EEMKIER)
“ExpressRoute”

WMREZEESRBIAIRK SKU, WAZMKDEEZRI CPU FIREHE, XEFEMN KBS ST R NEE

EHNEITE.
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8% ER WX Z fRTEANERNEMERE SKU Z B LUHITHER, BEFREESIERE SKU, FEEHEIEMX, =
HOEMXRSEIE.

ExpressRoute G832 #555fes, BILAEAFENERZIVER FIEX ExpressRoute ZEHEE. B ExpressRoute
LIEERBERE, ATNEERSIRHERE / MESDEEREIFRN Azure AVDLEEHES (MSEE) . Azure E3K
B ERRRSS 1R / MBINSEIWE BGP iR ——SBIEREIE /N MSEE, AILUAEAEE—HEPE TR
88 / LIAKEES. B2, ERRSEEBSERATREE, BRUTRAGEREBRLES Azure, TURAYEE 3
EiEERBE Azure SLA ERIRE,

ExpressRoute £58%

I = office 365 #1 CRM RS HI7RE
B Azure 3005 P SR
N aenmsmRE

TENR VPN RIRRSIHE], RSB REEE— VPN X, FHE, EMMEtREEE— ExpressRoute K,
“ELSE, UK, BEEAR—RRIRSECE S25 AY VPN RIKF] ExpressRoute [IK,

BeE s = Zlub = VPN # ExpressRoute BB BIR{IE:

o FAILUSIARENER VPN BCEJY ExpressRoute AR EHIBRETBIEIE

Contoso
Services on public IPs @ @

& e

V4

/' g@nﬁ?
BEge) -
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o HETLINE—IAR5BIEER VPN # ExpressRoute EEEIARERTIL R

ExpressRoute

1l FMEIRILESRE

> Azure S5AHEZ [BIRIFMEIRILE

AWK S Azure FEHINEE (VNet) Z[BSEI—A DMZ (BFRASMEINLR) . DMZ BIEFH X IEFIEES
MESLNLTLINEIMEENIZRE (NVA). KRB VNet HFFEEHREEEL A ML EH FEERE
Internet, LAERTLAEHTERZ.

On-premises network ~ : Gateway subnet Private DMZ in Private DMZ out Web tier Business tier Datatier

P i‘"@?"i@ ¢\l g e @
%‘—’ ®< 4@ ¢m el
=

@ Management
- subnet

Jumpbox

Virtual network

1234585434340 AR AR R ERRA AR SRS A5 EARAA A PO S  APAS S AR RABASTR REERESS SRS L <...>,.§

ZREEERELAT A

o IRithI4%: AHSCIIHNE BB,

o Azure FEHIMILE (VNet) : VNet 7&K Azure RIE1TRIR FIFE FAIEB R,

o WX: MXARUMEES VNet ZIEHRHHERE,

o EEEMIRE (NVA) : NVA Z—MBRAANE, AT AP TIENRIFSIESER (TEAPKIE) | it
TTIEER (WAN) $24F (BERSESE) . BENIRHEEBMNEINEEXSESHT VM,

o Web B, WHSEMEEETFN: EHERTIETHSHM VM IRSSEE,

o FFEXRIEEH (UDR) : FAFENXRIEEHEN Azure vnet B IP FRER,

. 16 \\
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» Azure 5 Internet Z|GH9SMNEINZE

WS ERREENTY B T 1E Azure FIAMBEUEF O Z BISCIMNEINEHFHARIRREE, ©RN7T —NETLE
Internet REAANHIMNEING, UAR—NETFHEREAMNEIREAIE BINEMNLZE.

On-premises network Gateway subnet

Web tier Business tier Datatier

@ @ =

B)  varagement : ; 1 : 1 B

Jumpbox ' l ' 3 v . - v E

Public DMZ in Public DMZ out i i : : :
c c

@ -

Intemet

Virtual network

. - D SR S csavete s vssssesessssees SRR LSRG By

Z ARG RIELIT A

o AFLIPHEE (PIP) : AFRLELRY P HEHE, JERER] Internet RUSNEBFEF BT L BIES AR S,

o WBEIIRE (NVA) : RSB S— P ATLERE Internet FURERTIRIZ NVA b,

o Azure ThEIIERR: KA Internet FIFTBRRNBRBI REIIERR, HOREIALINERLEHEI NVA,

o AHHNEIRENILEFR: FIEESERE Azure REFHERRINER, EARNBREBRIAHINEREHE
AN NVA,

o NIHHNEIREHUEFR: NVA RIFRIERKBIE L FRIESE] Web ERINERGREISE RS,

Il Azure DDoS F5#R

DIVEEIRSS DDoS ER—MENNtEEETRANMBEL T, HNEXRESH, WWEZEMhF
B ERIVS., Azure FEABEATEZAR DDoS BhiFIhEE, BHEWNMETNSERE, SCRIHTX

SR, 79 Azure FE AP RIRRASERIRIP. MRAAFH RSB B EIMESFRIZIRHIT DDoS
MEZERIR, ALURARERR DDoS BiiFIIgE.

vaw
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;[‘ DDoS Protection Basic 7| DDoS Protection Standard

O Active traffic monitoring & always on detection

® Automatic attack mitigations Yes Yes

() Availability guarantee Azure region Application

g Mitigation policies Tuned for Azure region traffic volume Tuned for application traffic volume

@ Matrics 8 alarte No Real time att.?ck metrics &'.'diagm}stlc
logs via Azure monitor

[] Mitigationreports No Post attack mitigation reports

= Mitigation flow logs No NRT log stream for SIEM integration

E Mitigation policy customizations No Engage DDoS experts

R Support Best effort Accessto DDoS Experts during an active attack

D SLA Azure region Application SLA guarantee & cost protection

§  Pricing Free Monthly 8. usage based

#ERR DDoS BiRZ TR, AREXNAER, BIEARERNANSEZIEEMARIFREE, RSN
3 SEMERIMMEREREAXAALE P, FII0 Azure TiEIIEER. Azure RIFEFERERILEHN Azure Service
Fabric 3L, XFRIFARSMELZLIHFEMERESE, FEIATLUSHRE DDoS B S Azure R FETZFRIK.
Web NI KIS SR, SLIMEE 3 ERIE 7 E5TEAY DDoS 2P IhEE. FRtEhRk DDoS BEtFEILAA
PRSI RREMEEASEIRE, TEGPNEERA S AUTLE:

o AEFRERWTEG: EEENSZNRERBANMEE, W UDP HUREHIK, EMRSHEEFRRESEZRAFE
SERHTIERE, SIERSBENISHT. S8 Azure NSIRMLHIE, #Rf DDoS BHFEI LB &Ik
BERX BN T I FBREG, TR B SRS SRR AR,

o HNINE: EISFIFALE 3 B 4 ENESHIGTBIRREERE, 1 SYN Z. REKE, EHRIERBR
FENFIEAE, 17 DDoS PiiFiEE 5SEFins XX SERRENSEREFEIDERRE, NMER
XL,

o NFEFEMLGE: XLBERIA Web N AEFSURERPEENZ BAISHREE, 20 HTTP HSUHhss,
SQLEN, FILAS Azure IFEFERFMIX. Web NFRFERFRIXIBECE(ER, SLMELEIZEMIPREE,
tf DDoS BEFINEEERSFIEIT 60 FEMIIIEEEEL, 5 Web NFAIEFIIBEAERAT, ATLURE RN

HEt% DDoS {547,

t7utE DDoS PriFEd i SERRRER AR, FHAMPSHES DDoS SRIghEXRIBIERTILR, SBTiRERE
AY, Azure B&IfSFE DDoS BHiFRES, #fE DDoS PR AR FIRHBENAILLRER, SinERERAELaT,
ECEX R EMH TR, XK,
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o tmfE DDoS BAfFIRSHZRIFERIANGREHTEED, FUTH—PHRE.

o MEHEGESHS Internet FEEEMSIUEH, SEFRHITREMEXAEREJEENRIRERIEIES;
MR RBEMATLBTAEREITE, SR TIEZRIRS.

o 17k DDoS PAiFARSSIMRMZ RN FARERIRS, BATIHERIIBEZ2EEMSEHER
(SIEM) R&E, LMEAEREHAEF TSER N, WEEREAF SR BN HEE.

BILATE Azure Monitor BEEENHAYSLSISR, FHECETEEINEE, Microsoft BE5 BreakingPoint Cloud &1E
WO, APAEEDEXIEEM DDoS (RIFIALE 1P ik piEHIAYRE. fEE) BreakPoint Cloud 1&#A,
ERILA:

o IHIF Microsoft Azure DDoS BHPHREAN{A/{RIF Azure BRiEHRS DDoS Iits

o 2% DDoS RIS IRMIT TR

e & DDosS &t

o FENAFE)IMEZLEBA

Il B&547%

FEXS EIRFTMARD Azure BZRFHIFTNRE, HHATINNRESHNE

£ 7o A5t il VA1 ihR EEL ZEIEE
IR AER Ea VAT S VNet IEBESEH NSG/ASG
EmLEZ 8 REHA LS VNet Peering Azure BXiE
Container pods Container pods Azure REBEEH Kubernetes Policies
ARSSREE RARRE
PaaS P i Ry
aaS fRS3 aaS AR5 RS /Azure Bk FODN fiik
X 2 Wi
5 Internet BV B NFEEFRLR Internet i&E# DFBERFITCH (WAR)'/
DDoS FiiF

> EHIMLEAER

BILAERF N BFEFAREE vnet R D NAREFEAN. BEFERANEREEHRNBREFTEHR
ERRRZENRERE, XIS ATEMMESPEAREATEREL (F/20 Windows, Linux
VMs) ;| TRTEEHARM, ATLAS Azure DevOps TEHEERRL; AILAER Azure Monitor BEER£1/1H)
&, EAILUEE Azure Z2HFIOETE NSG RIBRIGIL,
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> EEIREZE
AJLUSEA VNet 5— Hub VNet E333EEEX, BTG Azure P KIERBETE Hub VNet FRsRSLiER L%
ERIEATES VNet ZERIRERE ALK VNet S5MB Internet BeAMIEIEH OB K. Azure BiKiE
AT TR SRR E IR = BRI CE MR AR,

> container pods
5 AR MARIEANFTRIRZ Azure WM FRERHIT pod REEIHIFRIEES. XL pod FERZIBANE

EOTLUEBIY Azure Kubernetes BRSZIRES I TETER

> PaaS [R53
PaaS IRZEREIMEAZBEAT LR TR, BT ERIRS A SR LRSI EHAMLEXT PaasS IRSSAIEIE)
IR, SJLLETT SR E LS TR PaaS IR IK P iRiaFy BRAGEZ4.

31
S]

VNet 1 Account A

SERVICE ENDPOINT POLICY

Account B, ...

__________________ PIIANN
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e 5internet XBNE
5internet #1TRERIARM ED B2 RSB , FIUNR FAEFLE , BENEE AT, DDoS EHE,
FAFRTLASE AR FRFEFRRA K IE (WAF) SRIEMHISR B £ESEEINE Region PIERRYET ST R TR ERIBGE.
£ Region ERAFILAEIT Azure 15/ DDoS FHiFIIRME R L,

DDoS attacks Web Application attacks Malicious Bots
Global - R R R A RS R Regional
ST 2 L3/L4 DDoS Mitigation
Global footprint with 2 . H o i
non-HTTP/S traffic oy Azure Network i ;:;eegntso App Traffic Azure DDoS Standard
filtering )  Edges :
: S E 0“1’ Azure WAF on
Protects against Azure WAF on i Protects against : Application
common L7 web Front Door i common L7 web pp
attacks attacks Gateway
Legitimate traffic l i i |
3 H Legitimate traffic
is allowed through is allowed through ‘l'
Azure Web Application Firewall combined with the global scale of Azure Azure DDoS Protection Standard combined with Azure Web Application
Network Edges provides protection from multiple attack types Firewall provides adaptive protection from multiple attack types

W EBNEL (Windows & Linux)

EARSHEMEERIRS (laaS) =P, EM (VM) BRZITERF&EERNER.

TR, RIEEMIAIZRERZ Microsoft Azure NEHZE—RIFIFEMINIR S, BHIHER T LSHIR
TE. BUEARITRFIAIEZ S Lilocked BY Linux B85, IZ#ZMEERS Linux 4L, ERTRATHIREREG
BBRTT A root IRPR/FMNEEMH, FEIRIAET. RIRETERE (WML Lilocked RUBIZRFRES. 120 4
%) XJ Azure EEMNIFHITINE, FIA Azure [JFH) Dashboard LiZEHIRERESEILE T BEER.
ATNBHER ST BT EMVAHRERFNIZ L Azure REINEESRIESLE, BITAEEA Azure LI
B, BEERHE. BHTRSFIRZI IS,

/7 2 A
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ETTREHRN Azure EHANESHT, Azure SFEBISCHE THIEEER] DDos (RIPHIIRSZELER. SiMEHNE
MMEHEL TIRENZSFRIFEIENRERE. NSG. UDR/IP#EEZE, TEENWIER Azure IR2H9Z
Tz 2BhiFIRES AIEIFR. £/ Azure AILIME R SIRRBFGIEZNIERSE, BEERRT:

o (RIFEMIAZRSITESRGRIRS

o INEERETE

o RIFNERENZE

o IRBIFNFRTELE)

Il ERNIRSME

RAFNRZEGAFPNBING, RREENRNABNZ 2%, SEHTENRITIIERE, FBIRA

BRIMEFHNRR., =RFSEERTH laas R LA REET2AEEN, B FERIRELIN

RE FENHERS, SRNGRENBRRSHE —LIE, ATERPEMTNNEERZS, BRIV ENS

Bing, sRSEERTLUSEBINTEN, MEIWINERE:

o REAREEM root IRIEIT Web NFfER, SYEREELL root INSEREMNL

o IEINERBHNSRE

o {ZH SSH/RDP i 93EBKIAIRO]

o (FRIERER

o [REIPER

o FERINEREREXIENE=FFTE, RERSAVHEEMNSE, FFLEIRERTAEE. % Linux L,
BILAEIE tcp_wrappers Z£5031

o REELRSEN, ELELRERAN, TENARTENSONE, AEEDRRS

o BEEBKRHL (Jumpbox) BHTRERAE], %l REUREIIEENSIRSSS

o REMTEEZERRNT, FHLENAREFHREEFAAE

o Linux B - FF/S SELinux. AppArmor EINEERIPEE {4

o Linux R - BRERE

o Linux N - ZL®HIt

____________ \PANN
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Il BT SBISIENHIDEFIFRF VM

RIF VM 22RXRERERRRABGRNARZEIREN VM LIKIGIE VM, FEIRES Azure £AY Linux Vm
=2, BEADSENZEXE, ATLLS Azure AD SDIIEER. 1§ Azure AD B4IGUEATF Linux vm
RS, AJLASEEHIFEREIRIFEEELEIE) VM RISRER,

ER{ESCEE FHER

{£F Azure SRIBESTBRPRITIFLOEM IR B E SRR, BXLERIBNATRIR,
MFRE. BTZRFER VM BaRIZBRIRE.

INFRAVBRB S MTR, VA RERE M5 RS EIRX AT AR,
SRERFNIRFEM. Azure EIRBRALTR LAVFAERSI. "EITIHAREIEESE (&
2]) ., ABEEKHNARIZE, SEEAPNREIIEEEBshdAN BAFiZE
RFM. FEERHARERTN, SRAEERMHARIENEWREE,

=8l VM 518

WD VM B2 2R D
ERAT3EE

R Azure HREEFERIGREEIET, FHEZEEHSRMETE VM,

ERREEUTIEIRNE Azure FIBERFREFIHRFIRE VM:

o EMNES5E: FJUUERE VM, BLEEEEIIERAIEUNSSIFEKS.

o ZEFHNS5E: JEEERKUEEEEN VM, EXEFEEXE VM
EERIR R R BB RETR .,

o ZEEER XEZREPULRA: JUEERERE. BEERENE. RELTERE.
BEELRMEN. RASHRIEN.

o FAWASXLR=ARF: FLUEEMERE, UREE. B, EHfEmXE
VM,

UREERMAREERTENILIRE, FEMRMIEFME VM EER. 5
RMIFEEMBTREEIMAREERR, LERIFRIEETEL

PRIPAF AT
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Il EEZ4 VM IRSTA

HETRSMESRE L ERR TRE VM FIRSIEM TR0, 5518 VM ETHEENEXENAERF, 2
REENERZ VM LRSI R, ARAREIRIT L, EFEAENEREEARRIEMUN L, ZIEExT
UMD ZEH, FREENIERERRN. ATREEFIIRYE, SRR AR AEXE,
ATRAMER—FNEIESEIIEE, £ Azure PEREILUIHRE VM BIRIEBE Azure HEFUE, XEHIR
HEFRE. Azure HIRATAMEEPEREN VM BEBES MREERSS. HHEIZE. FHEBTHIMNSRINIETT.
SRR IR Azure IIHENRE, RBE—H0D VM REIN, BANBEFDAHEFER. REED
EORNZBRTE, JREER—TKREIEE.

Il IFEEERE

RIfE VM RR PR ERHRIPLAR BIRBIFMRRS. ERREAEMEERE, NmHE—PSES VM
T,

] 2% Microsoft [ZEBRIFEL Microsoft SIEKERIZRERRIFERTE (Trend Micro, Symantec,
McAfee, Microsoft Defender #0 System Center Endpoint Protection) ,

Microsoft SIEREIAEIELRNRIP, THRiFM#, TRIMHELE. E]FH. 5I1ZEH. RORSHABRE M
WEFRE. MTSEFMESFHEENRE, ALERREERG

T RRES IR VM FI=BRSS.

Microsoft SEREIAFIETEK BRI RIS Azure REFUIOEERL, LIAESPEMNERN (ZIRMSH) .

EfESERE FHIER

LRNRESRHERLE, LIBEEEHMY |3 Microsoft GIFKFHIRIRTIZEEL Microsoft SR

BRESHHERSESZEHIOER, il

2o ETRIR G AR IR
(RIS fERZEHLE {FPIEE

Il €& v E#H
HENERRAIRSEANTE, FRLIRARRETNE. RSN FRADARARA EIER

iH, BEEERMAHEZII5N. BT Azure FEERZEHREE Windows B3, FERAFEEE VM Eifr.

. 0/ \\!
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AEE FHER

fEF3 Azure BaMEPRIEFREEBRTSZ, FFBBIE Azure, AR E
IREFERHRY Windows 1 Linux IHEH ETRRMERAEH. ATLARETE
FrERET BN LT AEHIORS, HEEARS SIS EMINIRE,
HENEEE BT ENERLU PR B TIHMEFIEHE

F8F Windows &f Linux i Microsoft ¥Sfi{LIR (MMA)

BT Linux BY PowerShell FrEEIASHECE (DSC)

BEIMEES Runbook HENFEE

& Fd F Windows it & #1 /9 Microsoft & $f & Windows Server B 3R 5
(WSUS)

FH1#EF Windows &5, i5ER Windows BREHTIRE.

{5 VM {RIFEET

BIRENE LR EOETIRERME Windows 83, AREBCHESR
HASBRERRS, RALRBEMITIEE. 2EARRANER F2EmERH Azure 17
PRI, EATFAMEUESEER (RE/LAE) .

EERERT, WREENMEGRE
S H Windows Bk

TEHEHEE VM LEEHIRIFT (R Azure IREIESREREN VM, LIERIMENEE. ERERIRUES
BERGhRA ERHRHEEHERERI VM,

[ER Azure REHI0 (RBEHIRER) FKRAIRDHNZEEHFNAIXLE

%EO

A Vm HRIEN R = BT

P Azure MBS B TR NS SATERANBIORE, H1E Azure
o VM FEEEESIE Internet FUR PR aRIRSS, MIBBEIBIE. EANRIUN
R = B BIERIERG, SRR RS S S — i, T

RLMERIFANEIMEFEIR, A LUERIXLEIR,

FEERCEETITEMRENERGEGCESEN. XEGTETT REIZE
FEINERIRSE.

BEFMX—NEDERTTZE

/&y




Chapter 2 S RERAMEZRER NN\

Il NS ERER Y

BLOSERERE / B THAN VM [GEE BRI TIESIRE, BERK, BIINEEIER (VHD), LR
PEFEPRER SIS IR G AN INEZSHFI 2,
Azure BEINZATFINZE Windows F Linux laaS BN EZ. Azure BLEINZFH Windows 8947 #R

JE BitLocker THBEFD Linux AY DM-Crypt IHEE,
Vault £55%,, #EEIAFEIE Key Vault 1T1RFAIRLE NN ZBFOHZE,

BHURTE Azure TEEFESINE.

79 OS M#IEHERMEMNE. ZHRITES Azure Key
IHEARIR TS SR PT R RRE AN LRI ERYRR

THEZEER Azure BEENNZREME:

£ VM EERmn%

FHES

Azure BB INEBERNEZRHEEBNEZBEREE. 7 Key Vault
PEBIIEZHRE Azure AD BHIGIE., Ak, 1E6IE Azure AD Kz
BEF. XNTFEHRIE, JLMERETFERHNENSHRIESETE
FRimiEHAT Azure AD B{HIGIE.

(EFRERINEER (KEK) KANEE
RREMIINZEE. 1§ KEK F0
PR ERE.

{53 Add-AzKeyVaultkey cmdlet 7E Key Vault HEIFEE4ANNZRR4A, &
O] WAHBER L 21ER (HSM) 8N KEK LURTEIEETE. BXIFME
B, 15505 Key Vault X1, 1EEZHMEERE, Azure HENER
ERZZRERIIENE, REEIESA Key Vault, EREEHERE
HSM FR{REBILZTRRIEERIA, REEIMIRF, BhERIMMBREER.

ENEREZ RS2 RERA / B0&
7. WMRMZEREEBINGE,
BN AIRAIREIEIN,

MEZE, TEROESLEHEN VM, T80 EF, "TLUER Azv
MDiskEncryptionExtension cmdlet JBITFERE -skipVmBackup SEI0%
REWE, BXUASZHIIERENE VM BNFMIER, 5207 Azure
BH—X.

NRRINEBNEASE T XIHIAR,
Azure BRI EEHEZHEREEMN
VM HEFERE—XI,

EENNERT VM TR E— I e ERERIREE,

_________________ PIANN
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Azure EERINZ IR RLATISERK:

o (FRTIARENINERARIAMRIN laaS VM, HRELRNZEHSEMMEEXR.

e laaS VM SIRIEEZFZHIRERMRIEES], FFALIE Key Vault RERZEBRIEHIERTS L.
BRTLAL Azure SFEFI VM EENR2RIESE, EUNREBEATRFPASHNEEMRE. LUTRE
SLRECREIFEA NS IR 2 XL,

Il irEsiErSEsn

R TR ERE A SRR &0, RIREBEENESREMIERE, SASERE bug 5
ANFRRER, SORBFERAIREIERL T ER T RhIAE IR ER.

> Azure &in
EEZMBITELIERTTRY Azure VM, B{FF Azure 5. Azure FH¥T Windows #[] Linux VM 13735/

ALURREAN VM, el LUIAR RIS ERI S
o T Azure PEMDFIEER Linux EIAAISE
o 7& Azure FEMDFNIEIR Windows EHIANAISH

> Azure Site Recovery

HENMXIFEREAXBRRES KHUEIRS R A S HRTAT, Azure Site Recovery AILURIP VM, FEASE

KK, 1BESENRE Azure VM EFIEIS— Azure Xig,

> TEIRER

£ (6) INEREMRRE M SPHEFTEINE IR RIBUEIRARHN / Bi& D, FRRMNEIES, RERERTER
£#AY VM SOREREMXERER, TERBRAEWUENRIETERAR, RBIR TIRHEETFE,
FREERHERTER VM (NEEHE. ETHERNCERSOTREBHITITE,

o {#/ Windows SPRIRAREIZRIE/ITEMEFHERT VHD RIRIA

o fEA3 Linux RIRARBIZ(EHIEEMEFMER VHD RIEIA

o IBITIBIGRERE Azure IHHEE VM RiR
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Il Azure &2H(s (Azure Defender for Servers) £HIRZIPIR

STFEZRIENIAE, ZiNEEA Azure Defender for Servers, Azure ZEHFILE—NME—IEMENT S ETR
AT, eENMPHARILSINSHHER RN, JLUEEHIEF ONLZESE, URAEF (KeEEE Azure
) FIAHASE S TEA RIS RGP,

» Azure Defender for Servers B T{ERIE

Azure production Security management
A
-." Iololo
I » \® 0

On-premises and multi-cloud A
HiERePION, SF Azure EUNFEIRBE—EANRE, MTFAL VM, FFHHERE, AE, 2

RIOFRATHMEIRIOATE VM, W4, NARFSIENERRZSRE. DSIERoElE, AiEEIRE
RZEIE. PO EIRMFPROIERE. NRENBERRET, (RIGZAIKE
B0, B9, A7E Azure Monitor T/ EXELZSEBHITRERLUALIELIANAEL. BAlEd REST API
PowerShell cmdlet Bi& S SIEM BIEERL (40 Azure Sentinel) SREIAEIE.

> BREHE

3T Azure Defender for Servers K572 Azure B9—&B5, Bl Azure HPEY Paas fRS5 (& Service Fabric,
SQL HUEEFIFEIKF) S22 OREIAIRE, THRETEUERE.

A, Azure Defender for Servers IS TE Windows F1 Linux fRSZ2RIIZFEAMIE Azure IRSSESFIEHIN. L
%% Microsoft Monitoring Agent SEXTE I TIRIF. Azure RMHEEZR 2O ENTRECH.

MR Azure WERISHERE DTS IEFERER, NMREERIRTEIN GRILES) (MEEXLEN
IR IR ELER) DUREBMENER. NRRBEELEEERBRLAH N T FRETREFNEEINE.

_________________ NPERANN



I /s // Chapter 2 {2V RN MR SIELR

> T

Azure Defender for Servers S AIMEE TFRA PRI RIRFFEENEGCREREREMERT
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. An Azure Active Directory administrator should be provisioned... EL 14 saL server .. I
o HEAH -

-, IEEES HTTPS iBiE] Web RIFBFE (2 64 Web MR I
i A 7]
R RBEEE HTTPS 1A Function App <F> 14 Function App - I
— ZERBINES3E Endpoint Protection BEARE I 204 mp gts.
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R —— Vulnerability assessment should be enabled on your SQL servers Bl 14 sQLserver - INEEE—
O 8 vMiEE Secure transfer to storage accounts should be enabled £ 254 rabeeks it

o XIS Disk encryption should be applied on virtual machines B0 474w gt s I
B DDos Protection Standard should be enabled o1 EE - Wl

U ReTR Metric alert rules should be configured on Batch accounts +10 1 24 Batch P (3t

REFEAR—BMHNERS, EIVMEE—EREREIREFATEMERERA WS HHR—ERRRE, ATl
TERRTTHRE ITERINL, kKBS, FEE—SPHRLIES. Bt Azure 2P OBIRNTEEE IT 26
NAIHRER, BYTREREDHAVAR, AR THIoEME, BIEMNEN, HHENN
EY, BENHE, DURMNNLTREMFEMEEITEIE0E, KEMEIRKR, MicemiinEizR
iR, BUEUFIEE L SERAELE.
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HExEE—7 5B, Microsoft Security Response Center(MSRC),Microsoft Cyber Defense Operations
Center(CDOC), Digit Crime Unit(DCU) EHIBARIEIE R AT, NEMBTRAE, AEFPEX THOME, H70%
#iY, BEEPALE—R, SRR,

The following security policies are assessed and displayed in Security Center:

v Compute And Apps (31 out of 34 policies enabled)
v Network (9 out of 10 policies enabled)
v Data (14 out of 15 policies enabled)

v ldentity (11 out of 11 policies enabled)

BREVTBEEARLE, ©IVEFE—ELEFYE, ETHEVNRERE, KaEESFE—EIRTA,
IHEEEENRZSNR, XEFHATLUBET Azure Z2FONLLERINGE, SCATIRIERIGAIIAES

o Security Center - Security alerts

Showing 2 subscript

«
[ o Search (Ctrl+/) | Y Filter

W oseLUle sLure ~ ‘f Some subscriptions have limited protection. Upgrade to Standard to enhance their security =»

(% Security policy

4. Regulatory compliance N
RESQURCE SECURITY HYGIENE
— Recommendations

B Compute & apps

", Networking 2
&% 10T Hubs 8 resources
S Data & storage 1
% Identity & access
m ]
15 Sun un 29 Sun

I Security solutions
85un 225

ADVANCED CLOUD DEFENSE I Hih severy | Medum severy I Lo sy
T2 Adaptive application controls 1 2 2 8
(D Justin time VM access
DESCRIPTION COUNT DETECTED BY ENVIRON... DATE STATE SEVERITY

& Adaptive network hardening

2 File Integrity Monitoring [ new | U Ssuspicious process executed [seen ... 1 Microsoft Azure 09/28/19 Active O High
THREAT PROTECTION =1 ¥ Suspicious process executed [seen.. 1 Microsoft Azure 09/27/19 Active © High
() Security alerts U suspicious process executed [seen ... 1 Microsoft Azure 09/26/19 Active © High
@ Security alerts map (Preview) @ suspicious process executed [seen .. 1 Microsoft Azure 09/25/19 Active © High
AUTOMATION & ORCHESTRATION ¥ Ssuspicious process executed [seen .. 1 Microsoft Azure 09/24/19 Active © High
() Playbooks (Preview) U Suspicious process executed [seen ... 1 Microsoft Azure 09/23/19 Active © High

IEANRISZATREIRY, IS HIIREEIERY B RILARAIAEHARUE R a2, fEEREEIMTATIFR
thilskigstit, b ANRMEKEIRLIERTIH, RIEESEMNERNTE LA THINIER, BEERKR
HIMERINE B RIER BRI,
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Monitor traffic Collect Logs Analyze data
for threats

Present this information in a single dashboard

EREXHFNAMET, 2P ORAERSMERZESHT, MMUEXS BRI —LBEH =GN Kill

Chain 58!, ERHFIAAREBIEFINSEZITAR . EBNZESEENEHHTITE, UBRLLERATHE

BARAATRERIAEN, FARUKENEAESR. NS, 2e2h0OSFBIMIRAEEFHSITENT

JUANTSE:

o EERKEIBNERE: A Microsoft P~ mafARSS. Microsoft (=IRFEERI] (DCU) . Microsoft L@/
(MSRC) LARAMNBRIRMINSIKEMNMEIR, EXENNARIITEMS.

o 1TADM: IERAEMENEIEEITH.

o FEWQN: BRFEITHITEMDERESZ. NRHISENELFEBNUER, FEXEERGSEERSE
AT, WERHER.

IEREJ Microsoft ZLIARARIBEEAMIT KRN, SISERD, B2 Microsoft E=FIBEIRY, FHE

EXAREESRe TREMEREN, S88%), MNZE ARHZTEANANERENLE, BEIFE

REHREMZHUIRS, RFTIIREREURERFEREME W~ RUAREENRSES, BEit,

SWEHEROFIEEHERBIFI AL, R UOMAIUREEFEQNER. AmaLULtAFs

&R PR ENRYRNING.,

/7 45 A




Chapter 2 S RERAMEZRER NN\
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EIMERIRAEAGS, ATHEIEFAIME, EIEEFTEHRINHMIHSECKEGE, FREBSHNEMEE
BEISNR, IERHTXEN—MES, B HRFRFT—MESIME “Zero Trust” |, BIXIFE—NAAIE
WRSS=s, NMAEEIERIHEEREEEE. SaRSHERNEUNHMMZARLEE: REiE? ", "X
ATAER? ", REEPE?

W REiE (Who? )

R ARIEHINIE R, ERHEEERMESEMIR, Bl EEE—LEXRIIKSHRET,
BEUFEEIAR (SFE Chapter 3 RIIFANER) , MBERDEHELESARNFMEEHTIRIE, tHahEE
WEEFNERMSOIN RR, BERTEREEE IPIRS. WEBDESHE Chapter 3 PIEEIFARIRETT.
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ARG FEE.
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FERBNTEMR, EEHEIEIP, Z8EFE NSG SN, ihiZinORXHMFFREFIIN 1P &Ji5iE):

=R > Tl - SERF VM I5ME > iEKipE

iERinGE O X

Exchange2016

SRR S ERATFASRO.

®0 e SevFo0 1P p 58 RIS

~ Exchange2016
22 peE ) [ HEE | —) [ 2 ]
3389 ( 7 EEE D RE= | ——)
5985 (7 GEEE -DRE: | ——)
5986 (7 EEB pm ) | BEE | o —)

FEH, 5AMRNEREE, ZsOXESXE, EESEERLEARZEIRNG, BRI LUREEEENZEE.

W FEXRE?

SAPEESERSRZ, #HARRSSUE, HOMDIBRESRSF "Zero Trust” [RI, XMFRAFITARITE
BHILTR, HAINRSH/EEHRE, B PHISERSH[EBNI%SEER, BER—MSENNA, FhlERR,
PRSI T CPURREFAYRS BRI TEAR R —aYIEN LAY L N A REI =iV AEIEE L
BXRZERA RS, BRERFERIETH—ERESH L, EEEEMEIEE A aeRsER
ftbh 3, DS INEMBRIEE.

Azure R "BIENNAREREMG" AL EER RN Windows fRSS#54, BN ARRIAN,
AR TSR A Bh IR .

ETRBATAN "BENNARERFEM" KE NI ET 8T iR a9 Rt T,
INFIRNIFFIAGERLLINEE, NEREFNER TASE8HANERILN, Rikeh OFEZDHENEE, F
IFNENANTA, AERENEEERS, FBTHRURIENIGRN— M ENELS RN,

1 feesng v BRI
TehOSTRERRNE, LSRR TR ARFSEN VM I8N, T2 08 MEESRSEMN, FLEENTE NS RN, 3
HRELN IWHRIBRRITIE, L2 OMATIR Applocker INEERAEE,
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R iz
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& Fﬁpiﬂiﬁiﬂ(ﬁﬁ) 61 VM ‘ wE SEVERITY
R e ¥ Microsoft Azure Enterprise it F3HR 1 faEd
_____ (53] GROUP1 1 TR Hiah



I /s // Chapter 2 {2V RN MR SIELR

AT —8 Exchange 2016 B9 Server (EF=INEHEFZ(FEFT Exchange Online) Affl, RKETLZEFIEE

BRI, Fefllm_dE "GROUP1”

Bl RT PR RN
Lz
L A TR T L.

VB VM EHEIHL

[v) itmn #2 PEtE
v exchange2016 FaEd =
v iR
FEULER PIROTT BN EAF RS BEILOE FELA TR PRI, SERERBELFINEI LISz,
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T EMEBZAIN RN, BRTLUERE "#% , BIASESISTAN, malkE VM E/YTE0, W
REWAEIASEIETIES, BT ASHAWIERNALLTTRN., "&6" UEAZRHE LA RIFAIN R
Fr, BWESTRE "#\% KSTH M G, STHRERENE TR EE.
NREFEEENFIZNEN LRNAEFER RN STE, BILUFNEY "Ry R %2, Fahikil
FOIFRIN FRREFRRIERTZ.

RIEEA LR FRREMAARR, LURIARREFPIARR, Azure REFILDSIRER "AMHIRSEARTTIRMAN" , "B
RAVFIERAN" LR "BREKEAN" BSARNMNHRAIFRINABBHIER. RN TRIFRFRERER
RE, APALIEIAENREEMARNRAERENIFRIRER.

XS EIEOHEA T AR TG, SRR THIRESNREBROARTDN, HINER check JEMZRAYZE
t, HERFRARINEEEEL.

£ Azure Z2HOE, FIRH T TXERREAR T ERINE/EFMERRIE AR — 4 e Z M il
(FIM) , EERA7T FIM LG, &P OSMLATXEAYENE TSN

o AFNIEMERAEIESHIFR

o IHHER (STHRAN IIEERIFIRIIAEIERAIER)

o SEMFMEH K/, miEiEdIbIER. KEFRBRIERN)

X8, FILA—E Linux BIREHAE

RARFRILLN

d5fel2:

~ AR SRR

T VIR BRI, ATRESERS. UERFRETRGNSI A IMETEL, LNASTEFRIRRSRIENEN. AREEMIR TR e SR S TR —
IREHEETE, FTLARI R SRR S A TR S R R R AT B,

o BRI IS S BRI RAE T FX (defaultworkspace-0f53c77e-a06b-4dB0-8974-9d 5fe127c280-east2) AT B4

Windows i Linuwe FHEL TRES
O 6 VR T B R . 2

AR
V| » Windows Files
» Registry
if:l.inux Files

/bin/login

o SRR IMESEE F4%) Log Analytics TFX, ¥UEREZRMEN HCHBIREME. FEFE TR Log Analytics Ty, Wedultat,

CRFA FEEERE, BSAILMER SR G R E R SIR E
SR IR AN TR B A SRR RS .
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XD TS, FIBRAE T, WTITEXRAY Linux BT SEERRL At

[T ¥ Linux Files
/binflogin
[v] /hin/passwd
Jetc/* conf
M Jusr/bin
Jusr/sbin
/bin
/sbin
/boot
/usr/local/bin
Jusr/local/sbin

Jopt/bin

Jopt/sbin

/etc/crontab

AETREEERNHRR, REEAFME, el BENHTESER.

TR X

defaultworkspace-0f53¢77e-a06b-4d80-8974-9d5fe127c280- east2

Fes O Ymg O

BitEN®  oEdRE  SEHekE EWR
6 0 xH [ =Lz [

i [ =] 0

=] 0

HE B
(B aman
£ BERAR ¢ i BREREREE
B inux 0 0 0
B vmrorloggin 0 0 0
B3 aks-nodepaoli- 0 0 0
B aks-nodepoot- 0 0 0
B3 aks-nodepoolt o 0 0 0
B hylinux 0 0 0

NFREEMNEEN—EH R TIEE, FTLRE "RE" | KRIIENEMEREE SHRIE.

IR > RSP0 - SREALN > ARG > THxmRE N Windows iEtZRLEIIRERERE X
TFEfRE
e AEes Dos X
&P 3t B

Windows jEEE  Windows X Linux 3 HHRZ  Windows fRF False

-l L SRR * IR

[N

HEERIEE false HKEY_LOCAL MACHINE\Software\Classes\Directory\Background\ShellEx\ContextMenuHandlers S

EENEE false HKEY_LOCAL_MACHINE\Software\Classes\Directory\ShellEx\ContextMenuHandlers B

HERNEE false HKEY_LOCAL MACHINE\Software\Classes\Directory\Shellex\CopyHookHandlers

EEFRRE false HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Active Setup\installed Components

EENEE false HKEY_LOCAL_ MACHINE icrosoft\Internet Explorer v

EEER false HKEY_LOCAL MACHINE Microsoft\Wi NT\CurrentVersion\Drivers32
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IVIRISZ BYOD g e

W T — B RASRESIEEIEMAEE, RIMERRARS S REE AT, BRI
BEHRTHOMAARG, ERERSRSEVENEHEEMEHIOTRA, LISHRSNRSIE,
—ELk, RUSERTEREREMEHOCLES. TREBTRE R ARNIUEER, BYOD fE5
RINENARROEBTFE —, FHEARMN BYOD B4 T4 T ABMBL, Gartner FO,
2019 FELFIEERR L T-RHIRGS LIS HIGAE] § 1248, Lk 2018 EEIGHA0 $1148 i 8.7%, 7 4G UZSH0
SEHAZ T, BHESNELEBNHIETRATERMABL. DR, ERDATIEEEENES
EBOAL, T ENSTEESRAESE SR SRS, LS RPEUAR, ERETHAEER
BREBNREERERBINARSROENANGS, ETRNSE05S, T REAS I SEIRHES S,
BIEREE. R BHE, ERERSIAET, HEBRANHE, HNSARS, TRHMARTR.
ATHIEERBE, BPAREAROER, BRHUHRSFEE MAV) ERENEEEE MOM) I’?
LRTRERENE, DTRESEY—, XEATIRONESE.

l MDM,MAM &2

> Bl EERE (MDM)

FELENDAREF, HTREREZFERNEATHEE—EE, AAEESERTKIMISENETFIRE,
SNEERX. FHAFRZE. BaNREEE (Mobile Device Management, BJ MDM) BJLAREEN IT SLIFEEEATIR
BEE, 8 REIM REKE. SERP. REBREFS. MDMRTMRIREE, B TIR
BPHIN RIS A TR,

BEXR, IR MDM SHFLATRRA:

e WIFI/VPN - FFEFHERWRESLIMSNILE, SJLIE MDM i TR4ERE

o NAFER - AJLAESEN IT 88 MG HER app HEEXERImRE, LMSNERE, HRENNDAREG, b
gl VIS E N

o REFK-FLARTERSHSHENATERIT, SEFTEEEANANRELIES TIRE S ERIRE
=K. flan, FEFER MDM IIEENRE, SEEHEER MRS LHNNBERRS.
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> BHINAEE (MAM)

BRI FIETE (Mobile Application Management, B MAM) BILABISIS=ES, MLRiHAFAMIERAIRA,
ERHER LA SSUBEIEHTEIENFRER. MAM NEENREIEARFAS. X KB, RiF. W0NE
o A,

MAM BI{RIPR IR NARNEEE. BELFEME MAM (MAM-WE), STLAEJ LIRS LEEES

BREBENTERFRBXMNA, SFEETREDLD BYOD) HE MRS, WSEFENA, fli

Microsoft Office RZF8, #BRILUEIL Intune MAM HTEE,

I35 BYOD ALAME, AT MDM M T MAM BIEETEN. BII7E Exchange Online FEPE&M4

iplasREE, PILAFMZIF MAM {4789 Outlook Mobile FRIGEIEEFilF, THREIUERBEEZSEMNARS

ERIR FRRIREA :

o FAFAK - MDM EMEEFZHFEEFHITHE SRR, XERNBERSHAFPRERAEARAEEN
ANiRZE EIGEE AR, MAM KXFDTHAFREN, ERHNAEE (MAM) Bt —RRSUE—
ANEHEEO, LANEE MAM (RPEEIL,

o e - RERNFERFS—LRIRINER, XLREYMARBEERVNEEIIRE. Fli, MAM R
BEMMBRRIFERII A EIEUR, SittiER, MDM BESHHERIS R PR EEUE.

> MDM §1 MAM RiH=xdEL

gnERmA, FALARTLUEISENS EaE R E App K. RRHAATLARERSHIBINSEM,
o RAFSMIR%!

o UERABAEME

o ERHIXPLLH!

. BEFA
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PRiLZSh, RLBRSEMIENXK, TRYIETHEIAI—EXEE, LU MDM I MAM RIXFZXBEAITT % :

% 2.3.1 MDM # MAM R & KBERI 5 %

5Tl 5 MDM MAM

SEERRSH EEERRSH

SRR B EEIIHEE B E T RIPRIRF
EERAENE EERASENE
EEHT MFA FEHIT MFA

PP P LA RS LA RS
lﬁ% PIN Mﬁﬁ PIN
SERARE RS e

RS AR
IR A A PR

N B AR s IR A L PR
RIS RAHIBIET / ) / K

BONLEE, BSSIEREEIRRS

= i RIS E RIS

Kol
ZRFE$TED n/a

W ITHTEEIRISERLERE (Mobile)

XHFHHEI IT EEERNR, FPERANTRIEENZEEHELEF TS, PBARSEEMEEPNTEEESZ
—. EIRBDAREFR, SN RIEEERSIBMIRE, tLNF. FiRSEEEEK, mE/ 1FE81R
gL, BLTHASELZNE, BN AR =N ARER, XFAKENT IT ARRIHPRIE, Baliknik
BREEEMETOVEN.

FRBNIEREER, BRSENEENARIIRSIRENIFERER, MAEMFN, HTFRSFEHENR
EME, BEAPHEIUERINFISZIT/ESYE. Microsoft Intune AT LAFS B EBRFHRIPBINHIR S
%4, Intune AJLUEME MDM F1 MAM, #EILATR—LE5E:

o NiFZFiEmiiNE, FEALULZESEIEI0S, Android, Windows ] macOS i&%3.

o MRRIRBNAFSEANTEEK,

o GBI THRERIIEEATRERIM N ARE LR,

o (FRBMBRSZRLIXLHEN, FENEERE, NAER, AR%ES.

. 5/ \\



I /s // Chapter 2 {2V RN MR SIELR

Intune B &TE Microsoft 365 57, Ff5 Azure Active Directory (Azure AD) £k, Azure AD FENIEHEIEGRIS
AR A IEHBEH A,

REBNRERLERE, BAS—PKE, —ERRENORNESE, ARTRKMATIRER, TEHRIZK
EEIMY. TEEN, HRZRE LNHERTEN, X2 T EHENITIENMEHEEMENmREZ—.
BBA Intune EUMAARS BN TIR BRI Bt TR S AHIEERIE?

» EERRBEE
© =

MDMSRESIERTEMFI. F
HREEAXFIEERY (i0S. Android,

O ==
o EBBIUEH, EFHRE, VPNAD
WIFiECE X4

Windows [ Mac OS X) . MERRRLEIHEE
+ BJLUBIA Intune (MDM) iE . REEHIMERI
R windows ey . wEmAR
> Windows
. ERBHURIRIFRES
N =P/
© &« © ==y
BN ARIAIRAIT - SRR, MREIATA
- EBRRE TRRGIEIE) (g0, BERRIREE)
- NEERIGEMIR . BT EIntune EIRAIRL TR
o EIRE FINTIEE MR FERZ ERHISH, 53

1, HMEFMREFSRIERRP LS
IR
* RERETRARERFAHE

231 RELEPETR

REEGEAPEETED N 4R, NEHSSIRENRF, BERHERNERRSE.

A BahREEE (MDM) SRESEA TSI, FAREBIFIEM (i0S. Android, Windows 1 Mac OS X) .

MRV FEREBEERIRS (WIIAERERIRE)  F—HERKRERSZ M. EMTLUEEH Intune (MDM)

EAHR R Intune ZFIRIRESRETE Windows EBAX,

BERES: BREIMRARE—F. BERDFARE Intune NEEHBHIFRIEREE[FELTNE, ITAR

BILAM Intune IRAAISFRIERIERE, XERETURHEEZEEREEELANALEE. Hl0, &F

BEATHENIRS, AFRENZEER? SRREATR Wi-Fi ? LT 20 AN EIRIEE :

o IREAE: BEBEEFTEERIRERMFIERIIEE. Hla0, AJLAZKIE Windows Phone EEFZD, &M
iPhone AYERHE.

o NEAERFHIRPR. Intune ATLABHEBREBINZEZRHAARLTER, MmmDSFrHmIA,

e Windows EEfRNEIERME (M Intune ZEFIREY) . [@ Intune i Windows BRSSP RZHY
REETEIEE.

BEIGRP: TR T HAF, RIFRERZREFNNHER—TEFEEEAES. BRTIREEHEFEN

BCELRFRIIZIL, Intune MR N IEERE BN RIFREIERNIR B RZAREFNAIHIAEERLIE |
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e  Multi-Factor Authentication, XFAFERHFII—EIIMISHIIEIUSIERREREM. RERE
XIFZESHWIE, XEKEHE_ESMHIIE WBEFMEEE) | BRA88REH IR,

e Windows Hello fRIfRIZE. Windows Hello (R E—FERERGE, FNLAFPER "FB"  (WiE
ey, Windows Hello) #{7&%, MEAHEZE,

e {RIF Windows FEFNAIZRER (M8 Intune ZFUREIH) . Z{RBEA Intune ZFURIAETR Windows FEARET,
LA RE R E TR A EE AX_E 424 Endpoint Protection, BX{4EEETF] Windows B IEHNR BHIRRS,
FRRE: REEREEVEFAFERENERE, XEWRERE LIHIEScEIRIELBRNGEK, dafRP
ERIEE FNEER— M WREHIGNE™, SERRESEAFRIFESEN, BRFEIEERSRE
AIBIRE, Intune IRt T ZMITIEKRGRIRE, Al EERE. BRRELATNBIESS,

IR MEAPEESI T ERE R ENEDER, HHRIZZENEHLRZEN. BBAEEERENRET,
Intune BRI T EENN REFAGRREE, REPEVEENHEER, RNMHERNAERF LNEIRERR
2,

> NFEREGFRHIEE

NFFEFREGEIREETER 5 MERER: NEERRM. 3B, ikE. RIPFER.

w0 NFARENSE —SERIREEENNAFEHESEE Intune A, R Intune, BILARINARIBINIA
KB, BERNNESHINE (WS%) . NARIEFRINAE. RENABLKR Web N, BXMNAEREAIFM
B8, FESRWNIRBRERINZE] Microsoft Intune,

BT FBNARME Intune [, MATLMEESBEUREENAFMIRZE. Intune ILX—IETE+SE
B, BBENARE, BILAE Azure [JPHEM Intune FRIRREBEEATI, I, E—ENAREES, 0 Apple
#0 Windows NAfEIE, ATLAAASIMEWSENFANE, Intune RJLAEIZEIXLERSIERIEURE, MIMLEA/REIZM
Intune BIEFZHIGERENA, HIRIRTFRNERAER.

FFZREERE: FANRAEGREN—EY, NAERGERARMIIRA. Intune RHE—LTH, 7/
RIS N FIEFT R ThR A, b, R LA —L R FIRCE R MNITRE, f5Ign:

o iOS NFECERME IR AIETITATEARNGRS i0S NARMIRE. fI0, BN NArTREEREVINERE
AIBRSS BRI TR,

e Managed Browser SRESEEEN{RA Intune Managed Browser BLEIRE, XN GERERN AR SN SSE8F
BERILABREI AR RT LA RIA M,

. 56 \\



I /s // Chapter 2 {2V RN MR SIELR

2BE

SRS Intune /5, SiEILUE

HoREMFEENRBPMIRE. HEM
s FIE, PILAE Azure [JP AR Intune
&= hETERE RAEMT. E LR AEET,
RIS SE—ERFINrEE 40 Apple #1 Windows FIFERIRE, LA

RN FRFEESECE] Intune H1, : : At BRI T ANE.
AR RERIRIFEZEE, BE:
+ NEMRSHINA (A5BL)
+ RIFBRSIERRIRIA
© WENALR Web i3
User IT
[E3

(=1
Intune ETEHAMBIG BB AR FE )
AR,

g 4. Int (= =22 %
AR . Intune MRS RS It ST 75 AR )

« S, RIEEEAS SRR FRRAFIE
ftBARSSA9AI5).

R FAERIPSRIEER TS NEA, LASSENRIFEN]
EEI NI N

232 NEREREGERER

fRIF: Intune IR TIFSTTERE RPN ATRIEIE. £ESER:

o FipiE, RIEEENFMHESIXIEBEFEMAFIEMRSAINE., FMHEEREXRESERSTEREEMN
MR

o NARIFREM(ERTSMMA, LESERIFE(IERNATEE. W, (FELRGTEIRTENAIRE
ERNAZRSHEGE, &R LELEN AECHIEEVS root RRRIIRE EIE1T.

=R &a, SEENNATHN, FEFESEMR. Intune EENIRSERANAZEEER,

> IR FER SRS

RTEFREREIEN, KinAREEERERECNBEFREHTRNDLN, BAKEIEMDM AREL,
IMAIRIEA BRI EIR L £ E?

Bix—Mrs, — M RRFEAECHIBMREHTHR, MNFIHEXRENNERER, Bith2E A NA
B, BETIEZIMITARNNERER, BEEAEEBERXENANBRERRES TIFNE. BEE Intune
BN, IT BWARNDMARES 7T — I ARIE. BEHNSSHEEDE, BRALERERND AR
SR PRI TR N AFITIENRS, BT MAM SRERR BB TIERS, ERERTOAEREH
BRY, RIET AERIEERE.

T IT BIARKR, EERNEWNBEFMBFN N ANBEFZBNAFERENSE. BR, XHF
SN B XI R AR, BEENBRFRBINAE MAM, 1T Bl ARETLAESHS L= DR, 1
PRRENE ST —E TR Office BN R FIRIP A BIEURMRIR.
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ABfE MDM EIRIREE E A MAM SREXFOIIF MDM iR _EN A MAM REBERIAEE?

£ MDM EIEiReE ENFAE MAM RE&ES, MAM SREGRJLURMELATESMORE -

o (RIPAEUEAHEERLS N AN FERERFIARSS

o XIBHINFAFEF R FRPRE (save-as. BIMEAR. PIN )

o HEAMMRE LRNRREFIIERT, BRNEERF LRATENE

TG EMHEM MDM fRIRTTZEHI BYOD i85, MAM SRESAILABBIEN R FRINFIR A TSR, BidS
IIEERE, ALURERBELKFA TATLILEAEEEE, A, e —LREFELR, thal:

o LEBNAEFIEIIRE L. RERFPLANBIERENRRER.

o EEEXLIRE FRAEPEENH.

o FEEEIXLIREE LIRMHEE] Wi-Fi 71 VPN IRE.

W AR EFEREEREEE (Windows 10)
(Microsoft Defender for Endpoint)

Rt TTREERMA TN EE Gz — RTLESTHIES. k. SBEEAF A RINRE.

MEBATFAtREEFEAENSREEENGER, FiRlREREEEEWHEIFEEMWIIE, RiFEW
BERNKRESHXFERRENE, ReRARBEKEEEESESRM. BERIATRERERFHIBE,

EHNER(NB2ERASMEFNTIE. TAKE. EEZERERERIELATNNG, NEATHNEMEAR.
WHEEBSWANTINGE, TFBEUE, RIERF, WASFIEEEER, XEWGAMEMBIRAIREEES AL
LERE FEALRNALAREK, EENTASFEMEMINFIISERX,

BB, REEEAAE Marsh &% TEFHIREFN—IUAE, ErASHEISECEMNERE IR
RUERAIRRE, BimBXE5Ta e, AR mEA R SRR, XTEES R 21K 1500 SR/EIASA,
HIARHE 7 B R A BRALNERIESHIN R BEE. AMZHETESRT, TRMNEZEAREEER,
ERSERFLEENEN. 2017 FHIRHER, Marsh FIHERRIIA 62% BIZIHE MBS FRIIAXL.
BESHE, X—HFEREFAE 79%.

McAfeelabs 7£ 2019 5—=ERIGEHEIMNRSEPIR, FIISDIEMETEAI 504 NEEIEAE, THEEIR
FOFREGTRRERFINIEEH, BRRGEEAED. X—FE, tTNEILES FENTEY 22 21
IRPEIE, 68% R BEFRIEFRE X MBTIEHITIRIAE, 77%NIKERFEIERRIT.

EXEWRERESRNKNE, MR—ESNRRTEENNXEREAABTENREIE. Microsoft
Defender for Endpoint @MEHEHII—REWRLZLIHPIRS, EILEEEWEFGN. BEMIEAFTITE
MEAISRAEEXIMERIKE. Microsoft Defender for Endpoint SFE RSN = mAINREESE—LAIFE,
N2 ERBAREB B MU EIRELNAIMLE. EF Windows 10 SKIREAMB L2 MNIRS (FAANER),
Microsoft Defender for Endpoint 3 Windows 10 &2 T — 1 NFE NEERF,

____ NEANN
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58 Windows 10 AENZEFinAFBANZRS, SERTLUGTH e @IS B AR ER BirpFI%E,
AEVRMEBIRRAENENER, FHRHIMRE,

Microsoft Defender for Endpoint BILASZHF 6 KIRE, 5l8: B BEEE. TR, inmtaill Rz EIR,
BatelRAME, Z2RENERMNE, TEHESNE IR TIFANE.

©

Windows Defender ATP
WE?iﬁ

@ @ @ @ 00 *C}

AWOBEE T—REFEAR i A T % [ R BEtENR BERE BRINE

PRIE T TEREMPRBRE N‘%‘Mﬁf@@mﬂ\ BEM s TEEHNNHES ERNRSARNR SRS HREM S
& T

SIBAAPI
& 2.3.3 Microsoft Defender for Endpoint THEEHELS

£58 Windows 10 RERIZFIRRATBERNZIRSS, SR LUEIN s @IS BABFLER B iR FIIGE,
AEVREERLEENRRER, FRAEAEIN.

Microsoft Defender for Endpoint ATLASZF 6 ATORE, o8I iIADIEE. T—UBPRAR, fnmtailAz |,
BRI, ZERSHBRNE. TERESE— IR TIFENE.

| RzAR G|

> RIFtERFRAR

TS Internet BIANEHRMEGF. (FATWEER, FEENPBLEZEENMNLL, ZEIRFNEBMNE,
maIxR ERFMB NIRRT ZEE. NIRRT\ Microsoft Edge B, Internet Explorer i[aJ ASZ{SEAIN
4, M Microsoft Edge 1SS£SR Hyper-V RIFRE AR PFIFFIXLEML, XESENRERGRE R, X
BeEfRERRENRAZEENMIL TSN, WENBRESZEIRP, FEREETIREEWEHIE.
fian, wrSiERLREARNAER SRS, i, WEELBKERR TR ERE.
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Nz P2 R Bl M R 40 T PR -

o IETH: XLERVEINANFFHARERE., EEEEFERET System Center Configuration
Manager 8 Microsoft Intune 5ef%., RTIBEEBINERFPINRABEREEEWMLE,

o MWRBHEICABIN: XLECABEMEIINGHBEAREE, REEEEERI System Center
Configuration Manager & Microsoft Intune 58hk. RILIBFEEBINERFNIRHBERTLEMNE,

o BWNRIRE (BYOD) BalEICAREM: XL N ARERIZICAERRINANE, ERREVERED
Microsoft Intune ZXHNTEEHE, R[RTBERSLNEER, TIFIIERITEEWNE, EREER
PMAKILE,

o NARE: XEANMAAENRESENEEIGTEIARHARIIASKEEN. AFRERELLNEER,
FEINEBERILENANGE, MARERFHA LRI TEREE,

> RIBTERES]

T SESLENT MNOEESTE, ERERITE, WRRSRATE, WHNHEOEHARS.
EASRERT, EEEEENENET, REREASHEIRR A IR SR RIEESEN, AT,
PR T — MERR, IR EE SEFER ISR, B, NRAF SRR TR,
BRHSRRE SRR MHAN, HRELSNRIRE, NARFRSEPEVNESNS, FE18
RIT SR B R R RARANS. B, NRERHMERIR AR STEE (BT
FRERE R ARE TS ) SRR IR AN SRR o A BEE/TH0MEL, Microsoft Defender NTFBRER
253 (WDAC) BT LB RISV FAFSE(THURI AR R AE RGAPIIZ (POIZ ) FRiEFTAOM RO SRAB A AR S sk
HIZ SRR,

> RERA:

MBRIFPEEITRNMREREET Internet NINEE. ERIIER TR BRI AT BEFE ERRVFRRA
IR Internet ERYEAEEASHIGRIEL.

> BNk

RIS R R RIFE R IR R TN AR (NEERRMY) fIRE, EBEEECHNZEE
ENFBFIRFARIF S RREEE.  WIRN AR SEZEENREFIRS , NS HEHRI M AT
ZARIPRISESR, SIRMAAETIRF , NS0 E LE RS SZR PSRRI S T L, =45
NESFZET LB Windows 2R, B &M System Center Configuration Manager (SCCM) [ Intune ( XJF
EERE) F17.

> IEERDRL:
WERERD AN G T IR AHERT SRR ENANTA. ZITHERE:
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e Office NAIEL Web HRHIE T EEGNZI TR ERRTAT HAT SU4FOMIZA
o REFEIAEEMATZEMA
o NAHEIEENBEEIL(FHREESERSEMRITA.

> RLERHKIE:
BEERRZLMR Microsoft Defender [iKIERD BELLRENEERD . BINRERHETENINA
RILEIMETHE , Microsoft Defender B XIEGIEIEREFNAIMERERANSMIZE, WNEKIET UL AT
R AL :

o [HEMBLZERAMINEG: Microsoft Defender BiKIEIR/ TIREAIZBEE , MMAYNRIHEMREIR
T—MEMIER. BORENZNEESIEINS SRR AN ERIATEEM.

o (RIFEIREGEAIANRN: CRHNZEENER RGNS RENEE , BEINEEIE7EM , AHit
PR ES BN RIF SRR L.

o T RIIBIKRAAIMNE: BT Microsoft Defender BiKIBR M FRAMTHRIE T ENAIBIKE , FILAFE
HEAtAE a4, Microsoft Defender B KSR A LABI M FRFE 4wz (API) K4 FeBAIE Microsoft
MBLERRRTTZ.

Il T—REFRP

T—RRIFIIEEERR T REt, KEMTBEFENTEER. T—RRSERISEZIMNTITERERILM
R ERNERERE.

T—URIFIRS B!

o IRISHHTRME (BFRA "SRRI ) | BTRRMAIEET SN

o ETRRMIAFLRIAGHEN, FRGHAISE ZSHIEE

o MFlERFS. KEURSITIIRNBIHETAFRANTRRFER

Il i e U R

I U R AE N IDREIR A L LRI RIS RGN, REPHERTUBKIEIERHTHARRE, THE
EiREETE, FERMENAEREREITING. CNZIEME , RASERFETEEER, HOMAR
HE. BEEENERASERERKNEENERIERAEIFE—F, LIXMAREGERESTREEBE
KA R .

Il BEENR

Microsoft Defender for Endpoint IRFEZRIMTEN LEE ZREI M. RBSBRFERENER, XITF
HMANLZSEERTS, £ANERNEERERN. ATRXTIX—Hki, Microsoft Defender for Endpoint
FRENAEREERSFERMAENEIRE.
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EsEENREFBSMEERENONT (WThFM) ERIREREESR, FREEIRHMNUEIERAERE
MTH. XBBEROEIREE, FReBFERESTITESRNEMIEMSNETL.

Il Z2K&

LZENSIEERAT U BRERAM 7 HRARNRBALZENR, MNZEERF, FJUIRETHGARNRS
K&, BEETEIENUHEN, URATH—ERDEARPHNKEEmATEIRIERNEIN. Microsoft REHE]
BN ALY Windows #] Office 365 A ECERIFMEREEMHNEH. RNZEEETLURE— B ANNE
£, REFEANZERR, SR TFIHRINZSIRZ, Microsoft Defender for Endpoint SHRAHER AT ]
i, LEBANESREM.

Il SRz

BRUERAVHERFERSRANERIIEN T REESHBER. BREILISIEEEGNHN, B

BURTF surface Microsoft Defender gt FRIEIRAVEIA,

FREREER, BRITLUFIABLITIEE:

o (FRINAEEANEIIES intellisense: RiFEH, ARFELRI T —RAIRNEREN,

o HAFHEINENEYE: ENEUERTLAERSAE, LUEER., flil, SILEERECE. MZIBEHT
E2={E L Sit

o HEEERITIF: REIEHER, HNTENESHRINASTRSLIREEEERIIR, aAeRNERTIN
WAIMBRIIFEERE.

o EARAI - WIRTURAENSLA, FBEIRFRERIENERES.

Microsoft Defender for Endpoint 2 Microsoft EiFMRIFRRIRSFZ=AI—ER4S, Microsoft Defender for Endpoint

ERILAZEE Microsoft Defender for Office 365 # Microsoft Defender for Identity SEEliwRZEIRAIZ 2B, 7

BLURARRIRIFFRE.

W Kill Chain {SBILA B EERITH Kill Chain ZE#Y Microsoft Defender

Kill Chain EMEBINEEMUIER T —, BESNASMFRSEZALNRE, FHNERRBER, KEHER
AIMEBFIRF. —iRki, Kill Chain ERBSEMEMNR. £ RAESPMEMNEERH. SiLH. HE

BEMEZE 5 kR,
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7 M HERASEERENT:

o MEMER: EUMER WEEERSERITATRNNER, EKHRATRSHNEXEBRIER. X&
BEEXER IPICEE, WSIEEMMNGE, RT, TEMMERRANEGER. WMRINBTEFR
RIEIBRLUEINARINERS. IMRNEESRRICEERNEREME, WittIaTseE S5 | RERINEHE
[EIEERYIBIR.

o EEVH WEBRLERMRTIENERIL THZEZNING, FAXERE (TEHRHYEEEE
TRIFIBRNKE) BEERESHMIIR, MR, WEERBRALARZXIIHE VSRR TRIEERAIMN
BTN, ZFEFEMSE SEEMG SIS A BRI EREE. —BRFRITHHEENS
7K1, B—MFAEINEETESTEEZEEMNTTEN L, NEREETLIREESEITE.

Attack Kill Chain

External Compromised Internal
Recon machine Recon

2.3.4 Kill Chain t&BIIZHISTE

o REMUENEOR) = REEMECHERARNEPILE, WEBFFRKELRITTENIIMEBRENES, &8
BT ENRIAME, BRETRERNSIIRFUNR =ML ENEHE, REERETRERRERMHAEIE
FEXBITE, fla0 Mimikatz #1 WCE, LUNSERIIFEERIIZBSMTEN LR, ARt T—
BYERAIIN .

o L HUMER, NEEBSHNEEDIRIREAZINSHESHZEERS. REENREEREDN
BRpEEE, FEEEERRSNERE MRS T SHERENENEIERS. —BEREXMER,
WEERBFREENNEFIEE, USHBMNMENESIESR SR RGBTSR R EE & FRM
BZ.

o HIREAMZE: FIXMMERE, WEEWULULEERRGTNEREEE, B, trEdthend Tz
1788, ERENREREIEIER MIEFSHAXRREINEZS, BF, XATLABE Y (1420 DNS,
FTP #0 SFTP BET Internet RISHERBRIRTTER) MEIRHTINEFGEER AL E EHRIIMNIRS
KL
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Microsoft Secure and Productive Enterprise 2t 7 —8ER95 ZRKM/E Kill Chain 85!, 12U SHHNINE,
MNTRERIHNEH. TEBEBSIEESNE—T Microsoft Defender for Office 365, Microsoft Defender for
Endpoint 1 Microsoft Defender for Identity E4aAERIZER M THRE W L E19,

e  Microsoft Defender for Office 365: IZIARSTERIA "YIIARE" MER, FREMAINERMBIIAIERN
A, REHWEER BESEEMMFEERKL AR NE BB TR+, Microsoft Defender
for Office 365 RSt XIEEFHBAF-H EXFARRERIRMFIHRSAMRIR, XA URLIZHSCRT (FREATE)
RIP, LARIESRRUR SFIIRERTDEE. BMAFIRH4 AN SARIZER Microsoft A Intelligent Security Graph 12
MBS PN REERMS |ZFIERIBEMINEZHTIMH, MEXSHIRHRERNANSIRE, &7, FEMRN
BEIMNBROTTHRAERH TN, EREEITATSIQNFBE LE R,

®  Microsoft Defender for Endpoint: IZANBSIRESHEIAFIREXAF PC AUEHIRIEE, HRIPERS L
TRAEFNBERRIMKAFRIENE, MBI T SRR SRS E iR,

MRBEE N EBIEFEMNE (Fia], BENARFMY) BEERHEBREANAN—ERT, U
Windows 10 % 2INEER AR EBRADRIRGEH TR, FHEMMRMRE, LB LEH—LS R0 e,
BRski, Microsoft Defender N FAR2 RGP E FARE FREAAIHT R ARTE Edge NG EEEEESIRIF
AR, BERRIHENGEESETHIT, BERENOEERERR, FE—BEXANSHEMTLNITE
MPBREEERF, Windows Device Guard @it TEISMIRIFE, LIBBRIIIEFHIZ TZEERIZEFLL
A IEEEREFAIHNIT, FHHE Windows Credential Guard FERIEIHCHETFEAERIEIMEEIAR, LABLE
RIEFREFVLERNBEE NRBFEERR ERIEMEIE. &S, Microsoft Defender IR BB
BREZEFIRIDVR, Bt 7 Minm ERERBSMRIAFINIICR, FHERRESSE, FS,
B 5 )RRIER S HATANR N T LARK Microsoft BgeZe £ ENEEIITIEE. BiAELEFANT LR
BN EES N EATENEE RIEAIE.

e  Microsoft Defender for Identity: iZiABIIRRENEMIENER AR PRTERIZEIMER, AT
HUERIMAZ, Microsoft Defender for Identity E— 1MNEF =R E/MERSZE, AIFIEAM Active Directory
ESIRA. U EESXNERNEREMN. SHEBIIEENENR(E. Microsoft Defender for Identity
RESXTRERENZNNRZERELENEN. BYRREMAFPEEXXHSHT, Microsoft
Defender for Identity I AR B RV HERIEE, FARBRSEFEHIKEENNREE. Microsoft
Defender for Identity RYRJIAEMIFEENEREHE B FIRER &R 7 RIS AT AL NERBEILANREL
R BN IRRTTRBIXLEXBE,  Microsoft Defender for Identity Z&IREB AT REEHRB 01

o (TBHWIRIAFNRE, FREEMIEUNERRAZSINTRE,

Cloud App Security, Intune, Azure {SERIFFI Windows 10 FE{FF

Microsoft Z =2 PV EMR M TR Z B ERITHEER D KMRIPEIEFH B LEE XX, Microsoft Cloud App
Security AJLAURBIFIHEHIRESINT NN AREFIER. XETFENETE TN BREF SRS
%, Intune F1 Windows 10 {SRRIFEILLEA TSRS AR R S SRS ERNN FARRFER, Tt
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21 Windows 10 i858 EIXREEET i0S 8 Android FIRBaNiRE L. &5, Azure (EERIPFEHEARERTHEE
2 A R A B IR R ARSI EUEH T O K EP., (D INERT LASSEFNSCie = BRI EAERE, WNEREEE
BEEMNERHENRE, BERDABRIRINZESIEE.

RS2, YT Kill Chain FIINEREY, MEIEMH T —BENBRLEZREREEUNZE, NIBMERED
Microsoft Defender for Office 365 #H{T#=&, ZiEIT Microsoft Defender for Endpoint 2SI AFIREE X B
PC ROISHIROMERE, EiBid Microsoft Defender for Identity K2 BAGUHEELSIE, WIIREAEEN = EERTAK
IBRESELHNNEZE, ERRE, RESERENEWHARE, EBARTITIFEE,




TR (EERNZERIMNRE) B, NEKEME. WESEFEBREENIET TIRNEIT, &
| HTECHBRIR. B, SRS REANRAANERMNE, IR ISESRERNE. &N
RBEELIK 1.23 2GR, BENESBREEIX 14221, BRERIREIK 157 SN ER / XAV
iEs.

MEEARDAASTHIMNG, NAEFURZTHBAFHRERMIEN, LREHALFIRM TERNIKE
H, HRESHAR, RENNAERRSSLARFRIEPITEIEMN. ARSI G,
RETAFRSERIGHANIR, NEXEVFRIRENMARAKEEHIFRRR O BANKEE, EAE
RIFRFERr. ARSSERFNEIEEHEAEINERT, THREENRERRE? XEHREMATWEIGHIEADL. !‘;
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Zero Trust {554

EXIXEERkEL, —RSH Forrest Group &FRFE NIST L@ "SIE—MERENESXBEMIRIENEZE" 1IN
BFHEE T RBKRE Zero Trust RIBHL, ZIREUEME "KAMEE, RERWIE" RN, BARE— N EHREL,
BEXZHEVLLEEEMMETRA "WIE, ARGEE" BRI, XEWRE, NREABGERBFERE, it
AT LAE R BRI, NAREFREIRE, XMEEESSHEIMNEPHANER. B, 248
QEZ 7T ERERHMEERRUERE, DRI R IR AEitEE.

RO ST RIFTRFENIE T EZ AT REM, RREWINEFEAEEEREN. NAERF. AFRSERE
MR, XitEEESEMOCWINEGESEFSIT. WE, FECNBERER. 3R, BPRSAEN
ERMRIP,

Major phases of Zero Trust Networking

Pre-Zero Trust
v Device Vg
managemem

- Verify Access
not required ﬁ——i';' Verify Services

v All user accounts set

Verify Identity
Verify Device

¥ Single factor up for strong identity | v Device health required \E o
authentication enforcement for SharePoint, Exchange, 1°]
to resources Teams on iOS, Android, v Internet Only for
¥ Strong identity Mac, and Windows users y )
v Capability to enforced for GFOYV coverage in
enforce strong Exchange v Usage data for v’ Establish solutions for Device health
identity exists Application & Services unmanaged devices requirement

¥ Least privilege user

rights v Device Management V' Least privilege access
required to access model )
v Eliminate passwords corporate wireless ¥ Service health concept
— biometric based v Device health and POC (pistant Future)
model required for

wired/wireless
corporate network

User and Access Telemetry

BHRRITE X B RBAC

BAVEEERN S PRTE YRR EETEANS, MEINLETTHNRMN—R, UERNM, EERZTISHT
iafy, IPEREEEFE, S AREECHBSNREAENIRE. BEERNFHSHE—R, S8 AHET
i INSHAR, EERNABR ST IARRERS.

1996 FF—RAFR (computer) RN EIRE!, EEEFRINEF SIS 28 MELRRIERFIAFH Technology (NIST)
1ERA RBAC IR TVFSANERYRIRE - Al ANBURFERI JRITEK,
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RBAC RUIRHA BRI T BEAMNEHAESHBIAITEARERSEAYEM,. RBAC (Role-Based Access Control )

EETAHBRYHIEHEETE RBAC 1, NRSHBMEXER, ARBEERAESAENARMERIXLABINR.
XERAME T RRIEE, XFEREEEREEKRTH, NREFERE, MCAeXBFRAF, X
ARRIRITHRIEE, EIEERRESE.

H RBAC BYT{EEIE

{£F3 RBAC =HERILENRSHEREIZAESE. XE— M FEERNEEMS — B REAEEEHSE
R, ABESERES=1ER: ReXF. ABENITEE.
ZeER: B—MNKR, FREXDENAR. A, RSEFTFTERR.

O Zexik

. . - .
& i
Mo B 5

A *ik iR

e FHF - 7 Azure Active Directory FEEEEXHNAR. BALERAESTRIEMEFFRER.

o “H - 7£ Azure Active Directory FEIEZI—EAF. BENAEEDEIIENMER, ZHEFHFERAFEH
BizAE.

o MRSEK - NFERRRFEARSS FSRIGIENEE Azure RIRIIL SRR, FIEIRS =AM AN AR AFTRR
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o 25&F - JLISIEMEEREENER, BREBHIRETFEMER.
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HT RBAC FIZLB5P (55 EMS FfJ AIP, DLP, MCAS)

RIEER IR ARy (SRS SUEHENRERNSTEIE) RS, SUEHENRER D AT =R/
RO FIRERAR. BIRMEBEIESRIAEBAR. Verizon BIRE R, 67% RIEIRHESHERZMRTED "8

" BIREBAREI "EAKIR" M3I&HY, Ponemon Institute 33 43 ZALEAUEMESHAIDH1T TS,

ERKIEY 88% R EIEHESHEBRRE N TIERZRTS &8,

ZREEH, ATRIAOSHNEETEFTES AN EENRERES A2

T ERRZEHRIPIRSSE. TEICARRSHVERMEE.

FFHRE. Web BMAFIABENIRE SERYSEMEE.

BRI S SRR EHEEEE SERISEME.

FICTHEREXLSHRIERMEE.

WS TR S EE TR SERIE R E.

RMATEFA RRRHE B ERYB I ER I LRI R AT I8Y Microsoft FEIRIREMERRTTEHITHINE.

HizOFEF ] L3 FAmREIA RBAC #2EY, EF RBACAJ AIP, DLP #1 MCAS St ARENXNSAIN AR,

R TBIMRSR. THHXNX =R ZHTE—NE,

i Azure Information Protection

Azure Information Protection &R AIP & EMS ¥ F=NEEFIPERAZER, GETFERRAEINBREIT
HY AR FHME s To R RFERERP. &L HRENMNFAZMNERRBENAE. BAFPFEN
BaR=—EFEENA (TEXMER TaRAPREEN) .

Azure RMS provides the Rights Management
capabilities for Office 365, providing easy
configuration and enforcement of information
protection policies

[T |
.
Bl Windows Server
.................. p ‘b File Services
Pepular platforms supported: E
Windows, Mac O, i08, Android,
and Windows Phone Connect to Windows Server Files
Services to integrate with a File
< Rights Classification Infrastructure and
< Management Dynamic Access Control
!'.. t-
'y
Bl Windows Server Directory 4 -
Active Directory @sy"c romization
Use a commaon identity for your on-premises Active Directory Connect to on-premises servers
and Azure Active Directory running Exchange Server and

SharePoint Server
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£8 1 WIEdRE: T8N RMS ZERimESTiERER Azure Rights Management fRSS, FBIIERE Azure
Active Directory PSR TBHIRIIE.
BRPHIMKFS Azure Active Directory BXERS, SBEMFITXMEMHIIE, HEASERBFBNERE.

Azure RM5
Certificates

g

L LQ
SR 2 IEBMAERE: WRAFHTEMNKIES, EEEENEERZIABLRN Azure (FEMRIFTER, ZHEFEM
RUFH, iLFFTE Azure Rights Management RS B TEAIRNE, LUBERZHEIFRSHIEHTIFEIPRS.
Hebh—MEBREEFES I RAC FIRPRIKIER,  IHIEBIT Azure Active Directory FBF#TRDIGIE, B
2379 31 K. WNERAFIKFPATE Azure Active Directory FRFFEERTIZIKF , RMS ZEFIREEHELTIES. %
IERATHERRHTES.
IEREIATFETE Azure 1, Ellt, NRAFEREIS—AIRE, BERERNERLIEIES.,

RERF:
LAPRIPSERS, RMS EFIREXIRZRIPRISSHATLATERE:
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Document body

= Encrypted with AES . ﬁl

? Randomn AES
key

SB 1 ARIIETRE: RMS EFIReIE—RENER (REEHR) |, FESERLERS AES MRINEEE
SRANEZ I,
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(2] ?AESkeg.r
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) _ Signed and
Encrypt with encrypted
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C\ public key
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T private key
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Engineering: edit
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fttPRE, FIANEEIEHE. XURETJAEERZABERRIRTHITEN, SERNSZHRIPIHTIEE (B
BIFRA IEATSREE" ) .
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/5, RMS ZEFimfEF#R A APIMERRENRIABNETE, HERLERRINERBINTRASEH, RMS
& P E IR AP BT RISRI R FIE B X SRS H TE S,

Encrypted Protected
body Document
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Signed and
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B SFEE RS, SEFEREEEEERER, BRI R,
NAER:
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L1 g
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ST 2 BAMEEIRE: e, REBNEHREAREPRN AES REEHE. e, EREETIERRNAY
FAF 22t RSA ZiARNNEILLZA.

A7ure RMS Content
key

Encryptad rights and User Document with
content key rights applied rights
| Decrypt . | b | —

User's private —

T key
| Protected
Document

ENINZENREERER AR IR—ERAZIIZAERT LY, EERFAIEEREE] RMS Z
PR,

£ 3 WIETRE: &/a, RMS EFIRISRAMZRIFERTE, FEREBSHNRAFPAERBEZTE X
., RMS ZRIREFTLIREFTEREXENENY, FEFRLENERST. SRRESBETIRIIR, 75
BEERZINAER, NAERSEN BRI R R EEs S AR,

J Data Loss Prevention

FNHFRERSSPRINIMHES AT RELRIEFEME. Web BRI % ahRE SRS EIMHE,
I S XEBEEAFRRANZINIHMHERER, 398 400 HBEFHRMEHHAE 1 BEFIMFSE SR
EHEEYE, XEEUERAARERENBR. (BE2EAFNREFTUER M= EATANINR KX SEHEE,
BAIMARTBEATA IS HAINE, RN HEBRBINZNFRESHESZ B SR L E
TYERNE#T.

DLP IERA T RXTIXMIE R MAERNRIRTZE, DLP AfLAE BB FEFEHIERES— O, 7 Exchange,
Teams, SharePoint, OneDrive HFH{RIPEIRINZE.

DLP (PEIERFIER, FRRANRESHT (MAMUXEERNNATHE) FaUSRER. XMRARESD
WX LA, FEILAS, [ENFRIATVITHE. ABEBREIAREMT ARG DLP RESHIRS. B9
HHRPETRER B /NGO HUBHRAN AEUREWE. DLP SRESETLARIRGY, A BaiRIFERLEUREIE, A
SRR N BHIEREIHAR.
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B{RskiR DLP (USRI LI TRE:
o TEAAMREIFAHIZ: Exchange Online, SharePoint Online 1 OneDrive for Business MutZE &, AEE
Microsoft Teams BIRFBTEHE.
o (IRTLAR AT @ &I THRLATERD BRI RIF LR S :
o BTN Z IR B DR ERIFM . FlaN, ETEMNEEANREXRES5HAIMNEAREZAHT
= R SHIRS.
o HEFHBFHNNBIHRARENNENHITHEIE, Flan, =PERNEEAELIEGESE, LIRERR
MEMEREERIXE FHM4HER],
BIEEFAMNRH RS ERIPEK, AEM DLP RREENRIFERBEHE—RE, FINFEIFEMUMREN
FrERIN,
fI&:
TS B\ F Exchange Online, SharePoint Online, OneDrive for Business X2 Microsoft Teams #, DLP %R
BRI ETEHALRIP Office 365 RIBURMER. (RATLUSIRRIF Exchange EBF#B{4. Microsoft Teams BIRAN
STEHRLARETE SharePoint B OneDrive FEFRRIRZE, B/IRERIGRISENME.
WNRIFEFE S HBRFER SharePoint [k}, OneDrive HikF, NI DLP SREEEIEEAHEIT 100 MRS AT
BRI, REFELRE, (RN AELSSTERISEE BN RIEKE H LIRS,
Ry -
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REIERRNAII TR -
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EEEREEN AEFMARE. EXMERESECNAESHSANEERAREZEUEE, BRTHRBIER

TRSEAR sQL I,

MCAS B RIEMSBEANTnIReRE, SIEAEES. AP EERNRANE, SRETEENER

MR, HURIRFAEISEFIRRAD RS, FBFERE Microsoft l1E=A =R KMATEMER. MCAS 5

RFTHY Microsoft FERSZRANEER, HERITIESIILZEER. CRETHRINE. SHEEMEFN
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o RIFMEHIFF ITHIER: /WRERFERIELA. laas f Paas fRSS. AEMEMAEI, FHEITBIT 80
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BIEASHRINA, FIREIRIZE NIRRT,
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BRI RIR S, TR IERISIE SR I SCRT is = HI FA P R ARG IEA1iE. 7E Cloud App Security

VPP ERBEMSIEREE, DH—S ks R EEXY AP HUTIMRE. FRBEMISESRRE, 2L

o [RIEURESE: (ReJLABELETE ETEC. 551, SHAFTENBURSI, FINIETEnReE.
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DISRRERPNRSHITOERZAE], L FREagRARBHIRITE .
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ERAF, MAREREEAZINA, ARAFEKRIIELAREES Cloud App Security TIAEERERIEEINF,
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BSEMHRRNAES, TTLEIRESEEEERENRE. BRRIRERANZETIRE, ZIeER:
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ient application

R
il
:

SignHin risk

1
1
1
1
1
4

Block Access
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1 Azure Active Directory

Azure AD 2 Microsoft #EHIIE T AWFRFILAEERRS, TRBRTERKIGALTMENRIR:

o HMERERIR, f5IAN Microsoft Office 365, Azure [ JPLAR BT LRI SaaS MR

o WEKIR, FIUIATIMEEF Intranet ERINF, LANEECHIERARIHTRNA,

e {#FH Azure Active Directory BE RN FBFIEIRIGA)

Azure Active Directory (Azure AD) AJLAESEN{RERRBLRNAREEET=AONA. AMENENERR, TRA
DRBERPNER (GIIATEYERFIAGEENRIIR) . BRINBINEIR (FIaNERHRIIRSS (Saas)
RZF3. Azure BRSSF0 SharePoint ¥5m) FIAHEETIR.
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Azure AD B EENFFEEEA Azure AD HIRAIHAINIR, FENMRE FHRLAZIFROLEINIR, FETEE (B
Azure AD BRFIEE) SILAEREE—RBNIIRIRSELLERNMERR, MAREMEHNIR. FREE
RAITEERATBARFIRNEENRZFEMEA (FINERIEESIFEER) | I ARBEEERIIM

TR R .
N __4——’
— PEasE
MFEESEE
lcarus I H
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SEHRINRAIS :

o BHEHE. RRFMEEEEEAFOEIIRIR

o BHE, RFFEEE Azure AD BRECEIER, XeBaREERREFIHZRRIAENER, Bk
RENHARMBENIRFEEEE, A —rEEEZETRINEMPRES.

o ETFHNMSE. REAMEECIE—H, HER—FINRENESMLEBFRIEINSFENEIR. 1%
MUEFHEERTAFPNEE. JIFEEEEEZIN, BESERUBLERUREZBENEZEIR,

e External authority assignment (MEBHIAEDEE)  THIRISREIMNERIR, FIANAHEEREL Saas M, EXH
BR T, REMEEBSE—MELURERIFHENIR, INERSEEREANRR.
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FRZL/MENEIN BB HARNEHSEE, EFRETHPIRER. EEipEEsRKdES,
Ao F HiXETRES.,

Azure Active Directory ERIZERIAEA—F T ERASES. MEARSK, UUNCHARKE. SMEhEs
FE RGN EmAYZ L.
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o (RIPERDRVEF"
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9 e N Allm@ms —‘ m
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< ~\
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risk Block access
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Microsoft Cloud App Security (MCAS)
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ERERERMEN., Azure AD FFEBXBFITRIED ECASHIER.
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Azure AD H(RISIFRNED ECAIZBRIFTERR. HRIMNZEBIMHTFH AR D EEZIANFAIE, EXEHR
BFHART, SMFRMERAFRNE, FERLTFIEIEINERE, BABFEERET PowerShell BaifTIFAIEEE
VAR BREAN FA P ROBLRFOERI JEHE3E L.

BRMSHAISREIZL (Microsoft Defender for Identity)
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Microsoft Azure O Search resources, services, and docs

Home » Azure sentinel workspaces » Azure Sentinel - User Analytics
Azure Sentinel - User Analytics
s =

acted woispace CymersecuttyDimo - P

»
+
*
= ——
@ Overview
1]
® Lo
oercrion
B G
2% Dashboards

o
& seronatyies
@ Hurting

H Notebooks

CONRIGURATION
& Getting started
Bl Datacolection
@ Detection ules
14} Playbooks
1% Community

D Workspace

SRRIFRANFEREIAR,

Search al
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- e
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X
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NAME INVESTIGATION PRIORITY ~ DEPARTMENT Tme uPN
Alex Wilber 196 Marketing Marketing Assistant alexw@Contoso.com
Alian Deyoung 185 " IT Admin allanw @Contoso.com
Adele Vance 154 Retail Retail Manager adelev@Contosa.com
Emily Braun 150 Finance Budget Analyst emilyb@Contoso.com
Invin Sayers 12 R&O Project Manager inins@Contoso.com
Enrico Cattaneo 115 Legal Attomey enticoc@Contosa.com
Henrietta Mueller % R&D Developer Isabellal@Contoso.com
Grady Archie % Designer R&D gradya@Centaso.com
Lee Gu %0 Manufacturing Director leeg@Contoso.com
Lidia Holloway 0 Engineering Product Manager lidish@Contoso.com
Patti Fernandez 8 Executive Management President pattif®@Contoso.com
Miriam Graham 7 Sales B Marketing Director mifiamg@Contoso.com
Jordan Miller i) Enginesring Tester jordanm@Contoso.com
TR LAIERS B2, BEME—FRIINRETHNER, ST LUREXINATY

BNRGEEHITHET, Z/EHKEE Sentinel FRIEMNTIRE (EBUEHSMMEMANLE) |, W0 Hunting BiEREE,
EEEAY T RN SRR RE.

.

» rome e
+
*
i=] Adele Vance i
2 View user in M365 4
& Admin ['H
VESTIGATION PRORTY RO s

me

IDENTITY USER RISK
HIGH

20F ACCOU
!

108 1NF0

JOB TITLE
Retail Manager

MANAGER
Kevin Gibzan

San Francisco

PHONE

GROUP MEMBERSHUPS
3

MFA

DEPARTMENT
Retal

COUNTRY
United States.

EnaIL
adeiev@Contoso.com

e ]

Overview

Investigation priority score User risk in the last week

127

+20

+8

+15

+18

+8

+18

+18

& | liz7

un
24

by Azure Sentinet | 14/11/18 18:50

I @ User Account Created and Deleted within 24 hours

@ Suspected Golden Ticket usage (time anomaly)
Detactad by ATP | 1471178, 1430 mmm
View alert in MCAS 2

© User Account added to Built in Domain Local or Global Group
etected by Azure Sentinel | 1/11/18 10:10

User and group membership reconnaissance (SAMR)
B Dstecred by AT
Vicw alert i MCAS &

3days ag0

Detected by Azure Sentinel | 14/11/18

I @ Signings from IP's that attempted o sign in to disabled accounts:

@ Suspected identity theft (pass-the-ticket)
Detactasiby ATP | 14711718, 1430

View slert in MCAS &

4. Logged on to ADMIN

1w 1430
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XBBAIALE AT Palo Alto AFIHHTEE, BWRFBRISSIREERE, ZEHMAILIEE! Palo Alto BRIARIRE
EEBEREMAEmER L, LHh, Palo Alto ESHIREGE, KEIEEZIRVER, DBIBHERF Palo Alto 755
BUE T — e BN EERIRCERE PR ORI ESEERICE. BAllRE Palo Alto IRTHHIGERIR.

Palo Alto Networks - connector
PREVIEW

o Connected. last log received: 2019/5/27 £%+11:03:09

Data received
3.25M
3.2M
3.15M
3.1M
3.05M

3M

April 28 May 5 May 12 May 19 May 26
I Total data received

9223w

Configuration

~ 1. Linux Syslog agent configuration
~ 2. Forward Palo Alto Networks logs to Syslog agent

v 3. Validate connection

Next steps

- Recommended dashboards (2)

Palo Alto Networks
MICROSOFT

Palo Alto Networks Threat
PALO ALTO NETWORKS

v Query samples
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SECEREMEERL, LS, Palo Alto IESHMEREF, HEEBERIRVESE, oBIHERHERF Palo Alto F75#
FUE T — BN ENERIRCERE PR ORI ESEERICE. BfllmdE Palo Alto iIRTHHIERIR.
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0
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Overview
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Selected workspace: ‘CyberSecurityDemor
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BEFEBINEFRIEUEEREEUENE! Azure Sentinel FRLUE, MEENATER, FaXEUMIRNEIERNE

BHATHRENROR? BEToR, FRAKET Azure Sentinel FERIEKRAIEDZ—,

HER PR VR IERTR ORI,
HERXEI—DEERS, ERE, £2017 58

e, URELTHITRISSESM,
ERERY, M EIREENERBEEEE

MR EE NS 2R E R ETIR

S=M9ER, BIMAINEERAIA

15 7 FRIARSE

XER— D T FEES R BRI R E L AR .
EPIFATRIE SR, BETRERARES, REFIFEN

FREERI DT TELAREBARSE ARG, #hi1EReERXINT/51TAI B EEEHFIESI SR 100-200 NS M.

MEREASIXEEN, BERIT RSN D hRIERSD, REE
LRSI TEEERAIE RSN, BEBETXD

Azure Sentinel - Cases

Selected workspace: 'CyberSecurityDemo’ - Fithi

[ & Cui+) «

General
@ Overview
D Logs

Threat management
& Cases

¥* Dashboards
O Hunting

I Notebooks

Configuration

«. Getting started
i Data connectors
« Analytics

{&) Playbooks

& Community

&P Workspace settings

XEH Case (FEH) 1BHIR—

Fl Azure Sentinel, MmEEFFrREEEZEINAY,
=, NREENERERTEE, KEEEAREE.

T Refresh (@ Last 24 hours

o Write permissions on the workspace are required to modify cases

= sy 7~ Open Cases By Severity
L 8 s 8 X 0 ——
OPEN CASES NEW CASES IN PROGRESS NCRITICAL(0) NHIGH(2) [ MEDIUM(5) | LOW (0) [ INFORMATIONAL (1)
A . .
Bl Kerberos service ticket was requested
O Search x

__ SEVERITY : Informational, Low, Medium, High, Critical \’I

' STATUS : New, In Progress .\:

DESCRIPTION

TITLE A CREA... OWNER STAT... Privilege escalation technique which proves to be very effective in extracting
service account credentials in a domain environment. A service account is
standard user account that has been configured with the specific task of

running a service or scheduled task

Kerberos service ticket w... 1 19/05/2... Unassighed New

I AWS - Monitor Credentia... 1 19/05/2... Unassigned  New

User Account Created an... 1 19/05/2... Unassigned New LAST UPDATE TIME
DNS tor proxies 1 19/05/2... Unassigned New 19/05/27 T4F03:05
Signins from IP's that att... 1 19/05/2... Unassigned  New CREATION TIME
Base64 encoded Window... 1 19/05/2... Unassigned New 19/05/27 T-403:05
AWS - Login to AWS Man... 1 19/05/2... Unassigned  New )
EVIDENCE
I Malware in the recycle bin 1 19/05/2... Unassigned  New 01 “ 0

Investigate I View full details

MY, EFLUBRESNMTIRNER,

Jl:bﬁ_TE

Z5UHEX Event CERMAAI—

KT Sentinel WERIDHTIRERLAR Analytics hEFBEENEARITAL TN, AEFESKRREGINTER

ERNERIREEF.

. o6 \\!



Azure Sentinel - Analytics

Selected warkspace: ‘CyberSecurityDema’ - #i'%

o EFECH) ‘ € wpAdd [ Refresh (@ Last 24 hours
General 29 1 7 8 1
@ Overview o I

Alert Rules High Medium Low Informational
@ Logs
Threat management

| O Search alert rules...
& Cases i !
NAME DESCRIPTION MATCHES STATUS T/ | LAST MODIFIED

#* Dashboards

© Hunting I AWS - Monitor Credential abus... This Alert monitors for GetCallerldentity Events whe... 1 & Enabled  19/04/29 F403:03 ...

B Notebooks I Malware in the recycle bin finding attackers hiding malware in the recycle bin. ... 1 @ Enabled  19/03/28 T411:41 ...

; I Base64 encoded Windows exec... Instances of base64 encoded PE files header seenin... 1 @ Enabled  19/03/28 T4-11:45 ...

Configuration

i Getting started I User Account Created and Deleted within 24 hours [r€ss that had a (failed) attempts to sign in... 1 O Enabled  19/03/28 T411:46 ..,

il Data connectors I User Account Created and Dele... User account created and then deleted within 10 mi... 1 & Enabled  19/03/28 F411:50 ...

« Analytics I Kerberos service ticket was req... Privilege escalation technique which proves tobev... 1 @ Enabled  19/04/29 F403:04 ...

i} Playbooks I AWS - Login to AWS Managem... Multi-Factor Authentication (MFA) helps you to pre... 1 @ Enabled  19/03/28 T411:44 ...

B Community I Test Test 0 © Enabled  19/05/15 THF06:59 ...
& Workspace settings

DNS tor proxies Check for DNS lookups associated with common To... 1 @ Enabled  19/03/28 F411:48 .,

I PowerShell Empire Finds instances of PowerShell Empire cmdlets in po... 0 © Disabled 19/03/05 £#403:39 ..,

I Traffic to known bad IPs Microsoft tracks a significant number of threat actor... 0 © Disabled 19/02/28 F405:23 ...

I Anomalous File Share Access Users accessing file shares that they normally do no... 0 © Disabled 19/03/05 F4-03:31 ...

I Granting permissions to account looks for IPs from which users grant access to other... 0 © Disabled 19/03/28 F411:46 ,,,

EHZFRLFRZ A, BRLEFHOENT LI ERE RN AR, RS S= AR E AT
Hk, EEHRICIRIREG, 525, #PaEEId Azure Sentinel SEELUN EBNEh T B3I,

BEAIER) Demo #, AKAILIER, RESIRIERENNBINGF, HEARRERBEmERE, NRERE L.
REEAN—RY, CLBREGIEA, ZERTE Investigate KB AT EIMESEAIENR.

Investigation X
PREVIEW
9 undo @ Redo
& Anomalous login Medium 3¢ New 24 admin@contoso.com (52/14/2019, 3:32:00 AM
Case Severity Status Owner Last modification time
—
EE Timeline fg
Timeline
© Anomalous login ®

2/13/2018, 2:21:.00 AM

Infe
Finds cases in which we had more than 400 failed logins i.. e

Select 5 top hosts

logged an .. - é

Entities.

rd3020webapisrv

Anomalous login

7/ 97 A




BEJCTE Investigate FRRIGETMISIE—NE(EREXA Alerts, IRATEIRFEHITHES. 7E Investigate ¥JHE, Alerts

HE 2B TFHIDIRTE.
XEHNE—REEBRAEGLRERH
BEFRHAR. HII=EAR, TTLEER

B RAEHE

RIRERES, BEEEEMR LRERICRSE.

Investigation

PREVIEW
9 undo ¢ Redo
- . ]
& Anomalous login | Medium 315 New
Case Severity Status
10038£R001ran
ns_uo\
x
— 7\ [e]
SR v o
Select Related pitd
kab_5i924 alerts
Related alerts
234y )5 Teast prevalent doma...

More

ZIERITERIES, FIAHEX

& Anomalous login Medium 212 New

Case Severity Status

ra5034zpri

kob_5i924

J e
X

DHCP |P assigments for...

t4 admin@contoso.com

Owner

Anomalous logir

X EEERRIER.

4 admin@contoso.com

Owner

essietate

IR EEREAS

BREERIWRIRE

, ARATUEBEESX N ARBREREH, XN A RS S5R9EME

Last modification time
1= Timei
= Timeline

® Anomalous login
2/13/2019, 2:2100 AM

Finds cases in which we had mare than 400 failed logins i.

Last modification time
1= Timel
= Timeline

©® Anomalous login
2/13/2019, 22100 AM

Finds cases in which we had more than 400 failed logins i...

©® Suspicious Powershell Activity Detec...

2/13/2019, 3:25:00 AM

Analysis of host data detected a powershell script running ..

(D 2/14/2019, 3:32:00 AM

=

Timeline

@

Info

&

Entities

(©2/14/2019, 3:32:00 AM

=
=

Timeline

O]

Info

&

Entities



RIEAI, # anomalous login ZIFH—1MEH R, BBEBIM " case, HEZN=s LAY powershell HF
BRED), XEFIEXAN TR T AT R B AmER A E BRI,

A—H, NENZ2ESNETERN case FHAEE, XFHIHRERL ERZEEERE, MR
BIREANTE, EEEEZIE FNSEERRES, BEIENRTLESEEINER, HEEOBRERZE
FREFERTHiAIWEE, NMeLESRZAFEIEM/LaNSLE, EEREEFENRE, RIEHERFA
B RSEIIRERE, RERIHMZSHERR AT R EERE RN AR,

XEN—MAEDRE, MEEBRIAN— M RENHZRENS, REY B 7T HRETeHENARE, HEIHE
BENGER, NMRENEXFATMMEAEMERS RIS, KA IEEHNZOEEERD

RI¥d

AT EBEMEEFEENReTRREMMISEEN, BEIEFRBNEFINE, ZFERER Azure Sentinel
AYSE—RIIBIFEEILKE] Data Connector 12, FEBMMIN—LREFRIIATER, R=SHNEEHEE
EEIEA L. NBRIRISHSFIRFEILIEE, BAIAREHE F5,Palo Alto, Check Point it RIRIHRIERREN
AT LA CEF (Common Event Format) B¢ Syslog IXEE FBRIHEEINAISY, HECELTRSTIEA.

Azure Sentinel - Cases

Selected workspace: ‘CyberSecurityDemo! - S

[ @z ‘ “ Q) Refresh (D Last 24 hours

General

@ Overview

i@ Logs

Threat management
& Cases

#* Dashboards
© Hunting

& Notebooks

Configuration

i Getting started
fif Data connectors
w Analytics

&) Playbooks

% Community

o Workspace settings

M= View Full Details

o Write permissions on the workspace are required to modify cases

w8 3t 8 =0

‘OPEN CASES NEW CASES IN PROGRESS

Open Cases By Severity
|
BCRITICAL(0) NHIGH (2) [MEDIUM (5) [ LOW(0) [ INFORMATIONAL (1)

@& Malware in the recycle bin

‘ 0 Search x

L, SEVERITY : Informational, Low, Medium, High, Critical \,\

ﬂ/ STATUS : New, In Progress

DESCRIPTION
TITLE A CREA... OWNER STAT... finding attackers hiding malware in the recycle bin. Read more here:
https://azure. microsoft.com/en-us/blog/how-azure-security-center-helps-
Kerberos service ticket w... 1 19/05/2... Unassigned  New reveal-a-cyberattack/
I AWS - Monitor Credentia... 1 19/05/2... Unassigned New
LAST UPDATE TIME
User Account Created an... 1 19/05/2... Unassigned New 19/05/26 41147
DNS tor proxies 1 19/05/2... Unassigned New
CREATION TIME
Signins from IP's that att... 1 19/05/2... Unassigned  New

19/05/26 FF11:41
Base64 encoded Window... 1 19/05/2... Unassigned  New
EVIDENCE

o1 Ro
View full details I

AWS - Login to AWS Man... 1 19/05/2... Unassigned  New

I Malware in the recycle bin 1 19/05/2... Unassigned  New

/&y



X Alert playbooks o>

Malware in the recycle bin - B

Q) Refresh

Piraﬂg;boglgsr Runs

Search playbooks
(2 play! |

¢ | (| SEVERITY : Informational, Low, Medium, High, Critical | NAME STATUS SUBSCRIPTION
(&) BlockApp © Enabled  Microsoft Azure Sponsarship 2 Run
CREAT... TIME FRAME NUMB... | HITS (] BlockiP_User Snow3 © Enabled  Microsoft Azure Sponsorship 2 [ Run |
| 19/05/2.. 2019/5/25-2.. 2 5 (&) BlockUser & Enabled Microsoft Azure Sponsorship 2 m
[&] ChangeUserPassword @ Enabled  Microsoft Azure Sponsorship 2 Run
(&) GetlPInfo © Enabled Microsoft Azure Sponsorship 2
[&) GetURLReputation © Enabled Microsoft Azure Sponsorship 2 Run
(2] IsolateMachine © Enabled  Microsoft Azure Sponsarship 2
[&) Openlncident_ServiceNow © Enabled Microsoft Azure Sponsarship 2 Run
(4] OpenTicektlira o Enabled  Microsoft Azure Sponsorship 2
(&) PostMessageTeams © Enabled Microsoft Azure Sponsorship 2 Run
(&) sendEmail & Enabled Microsoft Azure Sponsorship 2
[&) ShutdowMachine © Enabled Microsoft Azure Sponsorship 2 Run
(4] BlockiP-PNW-AAD_SNOW © Enabled  Microsoft Azure Sponsorship 2
[£]  BlockIP_BlockUser_ServcieNow @ Enabled Microsoft Azure Sponsarship 2 Run
[4]  BlockIP_PaloAlto_BlockUserAAD ServiceNow () Enabled Microsoft Azure Sponsarship 2 Run

i case &xAIHAT view playbook, FiSHIMIERGINAFERE, XLERFEEIEISER case PS4 RN
ENXHNEHAE, BRE—E RUN ERMEERTISNE, MatAXRNZEME,
MRESTAFINLSE SRR EEMUERF T, BREALFESHA action, BT Logic App BHS
IR RZE R AME.

Logic Apps i&it 88

Hiee Xigr P s L eits o AsnE s Dsss ? s

@ 100% &

When a response to an Azure Sentinel alert is triggered (7145

i

s x

P ERFEIERERRIRE |

MRSt 2B AE  RE Bl BEY

EEDEEQDR

fEFm HTTP EE EHTE SQL Server Azure Office 365
Functions Outlook
BRE  IRME HEEE

Book new appointment(ffi#)
10to8 Appointment Scheduling ©

. 100\



b5k, TE Playbook H7, HERIIIESIFERE ServiceNow, Jira 55 ticket system IFERIZFHEREFES, WX
HERER, FRFICHE.

EREU R ENEE

BT A E—RFINTF LB ABRIERRANE, Azure Sentinel AZ IR T EHIC L SBHEIAITIEE.
—RRIELIR, 2R TFTRETE—EFE—TEEAN, BRESHIEHEREXREKAY, A, — MR
ZeHE\, BRRESEFRTIEYE, KEENTASRENE, ARNERERNRE, HTENRIRINE
iz, fEF Azure Sentinel FARY Hunting 1R, ZFFHAILAATEVESEM—ALZEHF, EatREMLEE
ISR BEFAEIE XS .

#MpR, BEhlERT, NREENSERN TR, tMIQSRIHIN ARt ERS SR EFE R AR
— M RAPEHER, Eit, BEATRNFEEMIKS, TSI TFAEMAMIR, EATIRERZEEN 1P
BERXE Host, (BEIEHMNXNEMERNTA, REFENX—MTAHTEE, BILMETLIEE Azure
Sentinel FRY “Hunting” IHEEXIFIBEXSIEEN LSRR MR TRIENREE:

Azure Sentinel - Hunting >

Selected workspace: 'CyberSecurityDemo’ - it

| O fEECtH) ‘ « == New Query P Run all queries ® Bookmark Logs () Refresh (D Last 24 hours

General @ 1 7 @ 873 n 1 3 n.-‘ 1 1 LEARN MORE

. A
@ Overview Total Queries Total Results Total Bookmarks My Bookmarks About hunting

‘D Logs

Threat management Queries  Bookmarks

= Cases
>
#* Dashboards p .
[0 Search queries x Hosts with new logons
@ Hunting ( FAVORITES : Al ) [ PROVIDER:All )  DATASOURCES:All )
5 Notebooks SR Microsoft & 784 i SecurityEvent
\_TACTICS : ) Provider Results Data Source
Configuration Shows new accounts that have logged onto a host for the first time - this
) may clearly be benign activity but an account logging onto multiple hosts for
“ Getting started QUERY P—'  DATAS.. R TacTics the first time can also be used to look for evidence of that account being
B Data connectors * . SecurityE... 0 LIS LB used to move laterally across a network.
« Analytics ¥ Hosts with new... Mi.. SecurityE.. 784 o Lateral Mo... ... CREATED TIME
4} Playbooks —  ep— —
Y 3 Summary of fail.. Mi.. SecurityE.. 3 L JESGa . 2019/473
& Community
% Anomalous Azu.. Mi.. SigninLogs 86 B |nitial Acce... ... ey
" Workspace settings “
K Baseb4 encode.. Mi.. SecurityE.. -- g e let start=datetime("2@19-85-26T13:59:35.371Z");
let end=datetime("2019-85-27T13:59:35.3712");
*  Processexecut.. Mi.. SecurityE.. -- a2 > s let LogonEvents=() {
let logonSuccess=SecurityEvent
s Enumeration of.. Mi.. SecurityE.. -- @ Discovery |where TimeGenerated > start and TimeGenerated < end
- i ) . R | where EventID==4624
Malware in the ... Mi... SecurityE... -- Mien mene el o
H  Azure Active Di... Mi.. SigninLogs -- B |nitial Acce... ...
4 Naw nraraccac Mi CamritoE o L N

7101 A




XE, HAMLETN—BIRSF|NOERIER, B3 Query, HEIIMAXMER, IREMENAEREEIZEEA.
IR EERENERNZEFIEXR O LR, $EARER log KR, HE T XINAIEIREQDMA,
DHERIZFFHTIEA. MERSWSERES, BIEHINTATEERRISETANEMEN, FEHE
1 Bookmark SAGULRERIAITIFG, NS ELZEBNESRREHS, EEIMNRC, ARREXERRYSE
HaetiCER, AJLUBLLARS & LR N RFBNERERNSER=1A81, ZAFEEMELCNSEER
IREMKER, DX 1D BHTAINIT. NHSENR 2 EIARS BB TR

#® New Query 1* + Help €53 Settings $= Sample queries E} Query explorer
CyberSecurityDemo [ Time range: Set in query ) Save @ Copy E Export + New alert rule Q Pin
Schema Filter « flet LogonEvents=() {

Filter by name or type.. £ |

_ let logonFail=SecurityEvent
= Collapseall | where EventID==4625

Active g EomaEes TSR T T SESERAELSETE

¥ (@ CyberSecurityDemo IDEOl]Fail N
| union logonSuccess
» DnsAnalytics
» LogManagement Completed @ 00:00:06420 [ 785 records [
b Office365 Z2TABLE  lICHART | Columns v
v Security Drag a column header and drap it here to group by that column
» SecurityCenterfree Name Y HostCount 4

b Securitylnsights

~

sshd_6496 1
» WindowsFirewall

v

sshd_3572 1
» Custom Logs

ContosoDC$ 1
b & Functions
sshd_5664 1
AatpService 3
sshd 3724 1
MSOL_afc285fedadd 1
sshd_6920 1

sshd_5276 1

v v v v v v v v

SYSTEM 11 ~

IR, FIHCFRBET B ERAINREREMAOSEHEM 7 — M.

FEREEREOMILUIEER, BRNEREETXNEIFRET Event ID KHTIHE, XERY EventID BY
4624, 4625 £ Windows Security Log FERIERIERIBXRAVEM. ELLANRE THEXIRE] Linux H28PHERE
R, FETLAFIEERTE Syslog BXTMEFRIREH EventID 8F EventType SEHEIEIAED MEEK.

@ Windows Security Log Event ID 4624

4624: An account was successfully logged on Operating Systems Windows 2008 R2 and 7
Windows 2012 R2 and 8.1
Nk a W!ndows 2016 and 10
: Windows Server 2019
question

about Category Logon/Logoff

On this page

+ Description of this event
Field level details

: Ex I this » Subcategory « Logon
Tl event
« Discuss this event Type : Success
+ Mini-seminars on this event Corresponding events 528, 540
in Windows 2003
This is a highly valuable event since it documents each and and before

every successful attempt to logon to the local computer regardless of

logon type, location of the user or type of account. You can tie this - -
event to logoff events 4634 and 464/ using Logon ID. Discussions on Event ID 4624

Win2012 adds the Impersonation Level field as shown in the example.  Value of logging Type 3 logons
Win2016/10 add further fields explained below. * Source for 4624 Logon Type 3 - Kerberos

« logon type 9 with Network Account Name is not "-"
Free Security Log Resources by Randy « Event ID 4624 y 4634 at the same time

= Tmbkmva~tivin lamam
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Azure Sentinel - Notebooks

Selected workspace: 'CyberSecurityDemo’ - Hils

| » @#cHt) | «

General

@ Overview

D Logs

Threat management
s Cases

#* Dashboards
© Hunting

& Notebooks

Configuration

i Getting started
22 Data connectors
@ Analytics

[4) Playbooks

& Community

P Workspace settings

Azure Sentinel Notebooks Include:

*

Alert Investigation and
Hunting

Quickly triage different classes of
alerts by enriching them with
related activity and events from
multiple data sources.

u Office Logon Anomalies
<. Guided Hunting
Investigate suspicious logons in
Office365 data by visualizing
geographic data and displaying
unusual logon patterns.

@9

Clone Azure Sentinel Notebooks ‘ Go to your Notebooks

Upload GitHub Repository

Create a project by uploading a repository from GitHub.

GitHub repository

https://github.com/ AzulefAzure-Sentine‘

[[] clone recursively @

Project Name

‘ Azure-Sentinel

Project ID @)

alexwsentinel/projects/

azure-sentinel

A project with this D already exists

[C] Public

Private projects cannot be viewed by other users. Public projects can be viewed by anyone who has
the URL. Public projects will also be listed in your profile. You can update this setting later if you
change your mind.

b5k, Azure Sentinel SEEIXFAEF BENXAHEEHSIREIZHTF A Jupyter Notebook, FHEZEFOIENIGHE
FNEENRANREDIIE,

Endpoint Host Guided
Hunting

Hunt for signs of a compromise
by drilling down into the security
relevant activities related to
specific endpoint hosts.

MR ZEER, BSIEESNENRMBEINRHIEEEIE, AME Github YNHNERTH, EFtE
ALABTTIEEY Clone ZIBEHERT.




AP EFAI—EERE T Github EAJ— hunting demo—i&id SSH SRE IR P EISHIX NEAIATEDD
EENEEHTH PR T .

. # SSH Brute Force
2 ### Technique ID

T

5 ## Description

7 Adversaries may use brute force technigues to attempt access to accounts when passwords are unknown or when password hashes are obtained.

9 Credential Dumping to obiain password hashes may only get an adversary so far when Pass the Hash is not an option. Techniques to systematically guess the passwords used to compute
hashes are available, or the adversary may use a pre—computed rainbow table. Cracking hashes is usually done on adversary-controlled systems outside of the target network.

11 Adversaries may attempt to brute force logins without knowledge of passwords or hashes during an cperation either with zero knovledge or by attempting a list of known or possible
passwords. This is a riskier option because it could cause mmercus authentication failures and account lockeuts, depending en the organization' s login failure policies.

15 A related technigue called password spraying uses one password, or a small Tist of passwords, that matches the complexity policy of the domain and may be a commonly used password.
Logins are attempted with that password and many different aceounts on a network te aveid account lockouts that would normally accur when brute foreing a single aceount with many
passwords.

e ## Hypothesis

17 Adversaries are able Lo gain access and are moving laterally within my network through SSH connections.

* ## Examples

> [Seript  [Short Description

93 | | = | s m e ————

EIX Notebook IBRT, HENZ2TEITSE EEFRENZIEIE Hunt BIBIATRIABEE, 40 Description
i, SEBEIFENIVMIESFIHEREE, FRNAEPIEFNEIRKERR.

34

35 ## Sample Hunting Script

36

37 // Start with the ML-Based SSH Alert detections

38 | SecurityAlert

39 | / where TimeGenerated >= ago (14d)

40 | / where DisplayName == “Anomalous SSH login detected”
41

42 | /) #*k Search for host across logs ##¥ J/

43 | // Lets search over all of our data using that host name
44 | 7/ Replace HOST NAME with the name of the host from the first above query
45 | search "HOST NAME”

46 | / where TimeGenerated >= ago(14d)

47 |/ summarize count () by §table

48 | / order by count desc

49

50 | 2/ #*%% Search for host across logs %% //

51 | // Lets search over all of our data using that host name
52 | // Replace HOST NAME with the name of the host from the first above query
53 | search in (AzureNetworkAnalytics CL) “HOST NAME™

54 | / where TimeGenerated >= ago(1d)

FETREAIRE TAME Hunting IEEERIR IR,

B, SRTFTENESENBETEIES, BN SSH ERNEEEMmIEHk, B8 Azure EENABFRE
AORCTUANE, FIF MLBODHEE ), EEMRENE—ME, MEEBEEHNEHESEERE.

BEEIT Azure BEDTTIARSHAG, FAlLIEMEIRETSRERIRSSE, HENIXLARSESH IP it
B8, £HE P RICSATNEBEMIRSHENRETR, NMEMATINER B AT,

M Sentinel LA EITHRERFIDITHVERERILAEERI, Azure Sentinel BFMEGEARNILEMRG LR ML IS
Weeh, SEEEESESHIMIR—AIIRRTTZLN Microsoft Defender for Office 365 B4, KITTFEX
B9 AAD K& (Azure B2B, Azure B2C), SR URIEIRIERTLIEEIBMNARM ID £, FEIEEETHERIRIY
REDHRBISHRIFROEWDAKE, FREEVHEBNRTRESHIDLNAFRNERN, FRPEWHEEE
REF=RE,

_______________ [(ZANN






Chapter 5 HIRZLIMEESLERN NN\

"Security is our top priority and we are committed to working with others across the industry

to protect our customers.”

--Satya Nadella

—HLGK, MEEFAE—I iR, MEEREGIITVHNTEMIRE, S5, X
HeRNBIHZETEREHHE, KMREEERRSHNRENE, URFAEFIN-m&IRSS,
FREPEFHEIRE. TEBELRIBRILE, MREEBEEIEURRRSMSNTSIN6E

T TR,
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ey g |

= Conditional Access - |dentit

: ' 43 Cloud App Senurity nia
Unmanaged & | On Premises Datacenter(s) 3rd party laas Microsoft AZUre sssssssssssssl
Mobile Devices 4

Azure
i —-| Aawre Security Center — Cross Mlatiorm Visibility, Protection, and Threat Detection | Configuration Hygrems e
n n g n i I ot in Time VM Access 3
i n
[ [ H
i i ' H |

Adaptien Apps Cortral
bevisare MDM/MAM HEH ans
H
i
Managed Clients H E A e Policy
E g g : 1 @ Arure Key Vault

tens Canter ki

Confipuration Mansger |~ | E ‘ Windos Server 2015 Securlsy N
i
Windows Defendes ATP l
| P | & [Emmma] E{:
Blmmerfe | ' 5 G Lhm |om ;
Securs Threat :
s Analytic é |Q Frivieged Access Workstations PAWS] L maure sastion .? ': :" e A
e - A Confidendial
B Whdarms 10 Entergriss Swcurity 25 16T and Operational Technology " ;D;::“‘Hsu E Comgliance Contee
e — (Vhaerc) ==
o= sten [== | [ 107 Securiy Masuriny Modet | preerisen A Mitigation+Morince qg : dpu.mDLF 7
) Security e S
| Asure st Sucuiny | | Aeure Sphare |I]I 16T Security Architecture | Feature
[ Eamplbanca Muniger ]
b [ ‘Sacurity Development Lifecyele (S08) | I = E

AIUEIINSREESHISHRIGEERE, BT RBAC LAK Zero Trust, %58 Azure B2B,B2C Ei&Z AN AD 1/
AR —T P REEEME =R ENEH, NERBHNAFRNESECSE— 1 AF, HEE
I\ BHRSRARET A,

ZIEET Azure AD 9515, BEUIRERENVER, EFENTEEL, TERFMIRSSEF, HNIEEHRE
EEWEEEEYS, BINTEEASHBRO TR, HEIEWVREEENeEREIRER

‘ 1 QR

HERE HERGR

ice365 l _> : J/
EFOLPRBRPER

eI 5, NE
HRETAOEPY RO S smsmmszsmc HEReE IR

MRS T IRSS SRuRAUBHIFFNMAIE, HUERBTE Azure IRIRML T RFINAE, MEEINL, FIRK, TR, LU
RNRREL, sEREEFPREARNSHRBERER, TRINEEERERSIER,
MREFNFEVZERBEEESEK, FETEN—ERSEIERIARANG, Azure Sentinel ILMEAZ
FPRKERFES. REBT connector EAMAY, MIR—7AH, =HHNAKRBETENIIFES, HeeKi|, XNF
IR, SRS, STEEREERIR,
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